
MANDIANT PROPRIETARY AND CONFIDENTIAL, COPYRIGHT 2025.

COMPARING ATTACK SURFACE MANAGEMENT VERSIONS

Paid Mandiant Advantage Threat Intelligence (MATI) registrations have access to a Freemium version of Mandiant

Advantage Attack Surface Management (MA-ASM). The Freemium version provides a reduced feature set.

MA-ASM Freemium gives your organization access to a read-only Collection of your organization's external assets, giving

you the perspective of your organization through the eyes of an attacker. This is a completely cost-free version of MA-

ASM.

If you would like to upgrade to a more feature-rich account, request a free trial of MA-ASM

(https://www.mandiant.com/attack-surface-management-free-trial). The MA-ASM free trial includes full MA-ASM functionality

for 30 days. 

Freemium Paid

Limited to a single read-only Collection
that is based on the signup domain.

Can create multiple Collections.

Limited to one Project (per
organization).

Multiple Projects can be created, allowing for better organization and
control of your data. Activates role-based access within your Collections.

Cannot add seeds to a Collection or
modify any Collections.

Can add, edit, and modify seeds.

Scan is limited to once a quarter. Scan is either weekly or daily.

URL screenshots are unavailable. URL screenshots are available for relevant entities.

Unable to set status on Issues, exclude
Issues, or leave notes.

Can exclude Issues from results, set different status on Issues, and leave
notes for team members.

Light discovery workflow (limited
sources).

Complete discovery workflow.

The API and integrations (inbound and
outbound) are unavailable.

Access to the API and all integrations.
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