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VALIDATION PLATFORM CREDENTIALS

Security Validation comes with a set of default credentials, which include one-use passwords that must be changed the

first time you login. Below you'll find the default credentials for all form factors of the Security Validation components, as

well as instructions on how to change the password.

Password Settings
The platform has minimum password requirements. The admin can modify these, but by default, they are:

Minimum length: 8
Numerical characters required: 2
Special characters required: 2
Requires upper and lower case characters

Actor Console Credentials

Form Factor Username Credential Type Password

OVA, VHD nodeone password pc4p5RFUN!?

Installable software Managed by underlying OS

AMI

centos (4.13.0.0 and earlier)

rocky (4.14.0.0 and later)
Key

Protected Theater Console Credentials

Form Factor Username Credential Type Password

OVA, VHD nodeone password pc4p5RFUN!?

Changing Console Credentials - OVA & VHD Form Factors
The first time you SSH to the console, you are prompted to change the password. If you need to change the password at a

later time, use the following process.

1. Connect via command line.

ssh nodeone@<ip>

2. Process the following command, using the username for the account to be changed:

sudo passwd nodeone

Director UI Credentials

Username Password

admin@verodin.com pc4p5RFUN!?

Change the password for the admin@verodin.com account
The first time you log in, you are prompted to change the password.
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If you are using this account, the following process is how you change the password for the account.
Otherwise, use Manage User Accounts (https://docs.mandiant.com/home/msv-managing-user-accounts).

1. Launch the Director.
2. Select User > User Preferences.
3. For Current Password, enter the current password for admin@verodin.com.
4. For Password  and Password confirmation, enter the password you want to use for the admin@verodin.com.
5. Click Update Account Settings.

Director Console Credentials

Form Factor Username Credential Type Password

OVA, VHD nodeone password pc4p5RFUN!?

installable software Managed by underlying OS

AMI

centos (4.13.0.0 and earlier)

rocky (4.14.0.0 and later)
Key

Set the Director Database password
The Director Database password is configured for the first time when you install the Director. The same commands are

used each time you want to reset the password. Keep in mind the following conditions:

If your password uses special characters, you must escape those characters
After changing the password, you must run vrestart

If you are uncertain if a character needs to be escaped, run this command first, adding the escapes
where you think they are needed. If it comes out as you expect, you've escaped it correctly.

echo This\!sMynew\$P@ssw0rd\!

The results of that command would be:

This!sMynew$P@ssw0rd!

To create or update the Director database password, use the vsetdb  command:

sudo vsetdb --password NEW_PASSWORD
vrestart

Replace NEW_PASSWORD with the password you want to use for your Security Validation database.

You can also run the vsetdb  using this format:

sudo vsetdb -p NEW_PASSWORD
vrestart

http://docs.mandiant.com/home/msv-managing-user-accounts
https://docs.mandiant.com/home/msv-managing-user-accounts

