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ACTION DETAILS IN JOB RESULTS

Each Action in a Group can be expanded to show additional information about the Action and the Job results for that
Action. When the Action is expanded additional details are displayed. When applicable, there is a section that provides the
following Job details:

® Runtime parameters tied to the Job Action

® Security technologies that detected the Job Action
® Proxy used

® Email addresses used

® Host CLI variables (when applicable)

® \Warnings generated when the Action ran (such as a Suspicious Events warning you can click on to jump to the
Suspicious Events page).

After this static section, there are two types of expandable sections: information about the Job Action results and

information about the Action itself.

Job Action result sections

® Events (https://docs.mandiant.com/home/viewing-events)

® Port Scan Results (when applicable)
® CLI Log Output (when applicable)

® Protected Theater Screenshots (when applicable)

@ Actions that are run as System or use Bash Shell do not have screenshots.

This section opens a new window and cannot be included when printing the Job Results.

e (Conversations (when Pull Connection Log for Protected Actor is enabled in the Protected Theater settings)

This section opens a new window and cannot be included when printing the Job Results.

® Email Log (when applicable)
e Captive I0C Results (always displays for Captive IOC URL Actions and displays for Captive IOC PCAP Actions if the
safe URL check fails)

Port Scan Results
The Port Scan Results section shows Ports that were Open, Closed, and Skipped in separate tabs. Each tab includes areas

for each interface that was tested.
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A100-365: Benign TCP Scan of Common Ports Port Scan
O 11 open

v PORT SCAN RESULTS

Open Closed Skipped

Encountered 11 open ports on Management interface
21| /23|80 110 |143| 389 445 | 1434 3389 | 8000 | 8080

Encountered 11 open ports on Test interface
21 23 |80 110 143 |389 |445 | 1434 3389 8000 | 8080

Port Scan results

A100-221: TCP Scan of Common Ports Port Scan
20 closed

v PORT SCAN RESULTS

Open Closed Skipped

Encountered 20 closed ports on Test interface

20-23||25(|53 (|80 161 194 389 | 443 445 | 546-547 8080

Port Scan Results - multiple interfaces

Host CLI Action sections

0 Events

0 Events

When a Job includes a Host CLI Action (and some Protected Theater Actions), there are specific sections included:

® Host CLI Commands: Lists the commands included in the Action and information for handling those files when the

Action runs.
® CLI Log Output: Documents what occurred on the system when the Action ran.

If you are running Host CLI Actions on a Windows environment where a double-byte character
language is the primary language, you may see that the CLI Log Output may not display correctly.
Enabling the Host CLI Actions - Force Windows Code Page to English advanced setting will
resolve the issue and force command outputs to display in English. This ensures that the Job
Results for these Actions are accurate after being processed by Security Validation. See Advanced

Settings in the Security Validation Admin Guide for more information.

® File Dependencies: Lists files that are part of the Action and information for handling those files when the Action

runs.

@ This section is available for all file-based Actions.

Having this information together in the Job makes it easy to share the results with other departments and analysts if the

Job results aren't what is expected or if you are trying to optimize your security controls.
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~ CLILOG OUTPUT

Microsoft Windows [Version 10.0.17763.107]
(c) 2018 Microsoft Corporation. A1l rights reserved.

C:\WINDOWS\system3Z> cd ers\Public\Documents
C:\Users\Public\Documents>deadwood_netuserpass.exe | findstr "spawned"
net,exe process spawned.
net.exe process spawned.
net.exe process spawned.

.exe process spawned.

.exe process spawned.

.exe process spawned.

C:\Users\Public\Documents>

PROTECTED THEATER SCREENSHOTS

DESCRIPTION

TAGS

HOST CLI COMMANDS

C:\Users\Public\Documents
Attack successful if zero exit

deadwood_netuserpass.exe | findstr "spawned"
Attack successful if output matches /net.exe/
+ FILE DEPENDENCIES

File Dependencies
deadwood_| serpa:

Seconds to wait after delivering files
5

If files are removed during waiting period, show the action as
blocked

If a destination file exists, attempt to
overwrite

Host CLI sections for a Job

Email Log
The Email Log section provides an overall status, Sender and Destination results, and details on what happened to
attached files.

v g A200-023: a data-exfil multi-attach email v Blocked 0 Events
AN

EMAIL ADDRESSES
From: ckramer (cosmo.kramer@outside.aio.local)

To: jseinfeld (jerry.seinfeld@inside.aio.local)

> DESCRIPTION
v EMAIL LOG
Status
[ All checks completed, Destination found email blocked.
Sender Result

Sender exception checking for blocked email, will try again.
Destination Result

Destination - received blocked email.
Expected attachments Customer Credit Card Data.csv, Customer PII Data.csv not found in received attachment(s).

Attachments

Verodin will validate which files in the received email have been removed and if remaining files have had their bytes altered.

Per this Action's definition, this will show blocked if ANY malicious files were removed or had bytes altered.

File Threat Level Removed or Changed
Customer Credit Card Data.csv Malicious

Customer Pl Data.csv Malicious

Email Log section for a Job
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Captive 10C Results

The Captive I0C Results section displays for Captive IOC URL Actions and Captive IOC PCAP Actions if the safe URL check
fails. This section may contain two tables: Safe URLs and Action URLs. Each table provides details on what occurred with
the URL when the Action ran.

v CAPTIVE I0C RESULTS
Safe URLs Result

http://google.com Loaded Successfully

http://example.com Loaded Successfully

Action URLs Result
http://espn.com Blocked

http://cnn.com Exception

http://nfl.com Loaded Successfully

Captive IOC Results section for a Job

Action detail sections
® Description

® Tags

® Dimensions

® Action-type specific sections (Host CLI Commands, File Dependencies)

® Job Notes (https://docs.mandiant.com/home/adding-notes-and-attachments-to-jobs)

® Job Attachments (https://docs.mandiant.com/home/adding-notes-and-attachments-to-jobs)
e Common Detection Alerts

PCAP Captures (when applicable)

There is also an expandable Action-specific menu to the right of the Blocked / Not Blocked status and count of Events
generated. For each Action you can:

e View the Action Details
® (Create a Monitor (refer to Monitors / Advanced Environmental Drift Analysis (AEDA)

(https://docs.mandiant.com/home/monitors-advanced-environmental-drift-analysis-aeda) for more information)

@ If a Job Action has been disabled, this option does not appear.

® (Clone the Action

e Edit the Action (user-created Actions only)

® View the JSON for the Job Results for the Action

® View the Action logs (when debug is enabled)

® Manage Job Group notes (https://docs.mandiant.com/home/adding-notes-and-attachments-to-jobs#ob)

e Manage Job Group attachments (https://docs.mandiant.com/home/adding-notes-and-attachments-to-jobs#Job2)
® Exclude the Action from reporting
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-

View Action Details

Create Monitor from Action
Clone Action for Editing
View JSON

View Action Logs

Edit Job Action Notes

Add Job Action
Attachment

il Exclude from Reports

A Job Action's expandable menu

Viewing Action Summary for Blocked / Not Blocked Status
You can view additional information about why an Action resulted in a Blocked or Not Blocked status by clicking the green
Blocked / red Not Blocked status box.

TO VIEW ACTION SUMMARY FOR BLOCKED / NOT BLOCKED STATUS

1. Goto Jobs > Job Status.
2. In the Jobs Status list, locate the Job for which you want more detailed information for Blocked / Not Blocked status.

3. In the Job Actions area, locate the Action with the Blocked / Not Blocked status you want to view and click the box
for Blocked / Not Blocked.

A pop-up description box displays that contains detailed information about why the Action was blocked or not
blocked.
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Job Action Result Description

Job Action Result
Job Action: Action "A100-364" has ran

Source Actor: Timeout occurred.
Destination Actor: Error

Advanced Info
Action Type: Dns

Began At: 2021-12-09 23:25:58 UTC
Ended At: 2021-12-09 23:26:30 UTC
Source IP: 10.225.10.254
Source Actor Version: 4.7.0.0-93

Ports Used: None

Suggested Troubleshooting
Ensure that actors are able to communicate. Reboot actors.

Job Action Description

From this pop-up you can see information about why an Action was blocked or not blocked, such as:

e Why it was blocked / not blocked

® Time the Action was run

® md5sum mismatch - file wasn't in the same form on one side or the other
® Password for an email account expired

e Connection was refused

® Connection was reset

When you hover your mouse over the Blocked / Not Blocked status box, a tooltip shows the job result
status, as shown in the following figure.

v Blocked

Source Actor: Success

Blocked Status Tooltip

PCAP Captures
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When you run a network Action with PCAP Capture Enabled, the results appear in this section. You see where the traffic
originated and terminated, and the size of the packets. You can download the PCAP report for offline viewing or open it
using the built-in viewer.

For PCAP captures to work, one or more Network Actors in the Action must be deployed as a virtual
appliance:

® For a PCAP capture from the source side, you need to select a Network Actor appliance as the
source.

@ ® For a PCAP capture from the destination side, you need to select a Network Actor appliance as the
destination.

e |f you want PCAPs on both sides, a Network Actor needs to be selected for both source and
destination.

® Endpoint Actors do not work with PCAP captures.

v PCAP CAPTURES

le running t

Size

PCAP Captures in Job Results

Incompatible Status

When a Host CLI Action is requested and the script does not find the conditions necessary to continue the exploit, the Job
is not run. Additionally, a status of Incompatible is reported within the Job Actions details. One example yielding this result
would be running a Host CLI Action with an Endpoint Actor that is not supported by the Action.

@ Jobs identified as Incompatible are excluded from reports.
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Job 2656 ¢

STATUS PROGRESS SUBMITTED AT SUBMITTED BY
Completed Completed Group 2022-08-09 11:30:22 UTC Default Admin

ACTION SECURITY TECHNOLOGIES
A200-013: Copy(1) of Host CLI - LOKIBOT, Harvest PuTTY SSH Data No Security Technologies dete

ACTION STATUS STAGE OF ATTACK

Execute
NOT R °

Job Actions Filter Action Results By: All Results +

Group 1 (1 Action) © 1 iIncomplete B

Src: Microsoft-Windows-11-Enterprise-10-2022-07-19-849 (10.225.6.88) User Profile: System
Start: 2022-08-09 11:30:38 UTC End: 2022-08-09 11:30:44 UTC

Prevented: 0 Detected: 0 Alerted: 0 Missed: 0

A

1) of Host CLI - LOKIBOT, Harvest PuTTY SSH Data

Excduded from repo
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