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VIEW INDIVIDUAL JOBS

When Actions, Sequences, Evaluations, or Monitors are run, they become Jobs. You can view Jobs and their results in a

number of ways.

You can also generate HTTP/HTTPS or syslog notifications to send to a specified destination that ingests machine data,
such as Splunk or Elasticsearch, by selecting the Notification Formats menu option.

You can access these Job features by going to the Jobs menu on the navigation bar.
The Validation Platform supports parallel Job execution, with the following limitation:
® When an Actor is involved in multiple Jobs, the Jobs will be queued in the order they are received.

This limitation means any Actors queued for Job one will be unavailable to Job two until Job one is complete, therefore
queuing all Job two Actions. Jobs may contain one or more Job Actions, which involve up to two Actors.

For each ad hoc, scheduled, or Monitor-related Job processed, a Job Results page is created. This page displays the Job
details, including

e Qverall status of the Job
e Feedback on if Actions were detected, blocked, or had an alert generated by the Integration (alerted)
® Groups of Actions, including:

o The security technologies involved

o Start and end times (when the group starts and completes running a job)

e Detailed information for each Action that runs, including:
o Group it's part of
o Source and Destination Actors
o Began at and ended at times (when the individual action started and completed)
o Runtime parameters configured
o Security Technologies involved in the Job
o Events that fired when the Action ran
o General details for the Action (Description, Tags, Dimensions, Common Detection Alerts)
o The json for the Job Action

From this page you can

® (reate Monitors
e (Clone Actions

View Actions

Export the Job

Edit the Job name

e Edit Group or Action notes

e Add Group or Action attachments

There are two versions of the page, one for Actions and one for Sequences and Evaluations. The majority of the page is
the same, but the Job Overview is different, with the later including interactive charts.

View an individual Job's page
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To view an individual Job's page, use one of these options.

® On the content Preview pane, click the Job ID value from the Latest Runs table.

Sequence Preview

Malicious Activity Scenario - Backdoor on macOS

VERSION CREATED MODIFIED
5100-095 2 2023-03-27  2023-03-27

Description
nama E iith the ma

e transferred, the bullt-in applicatic

in an internal s e as the sour an Actor in ernal untrusted

Actor must be

Latest Runs View All (

Job ID Status

Default Admin " Completed

vdmin " Completed

Latest Runs on a Sequence Preview

® On the Job Status page, click on the Job Name.

The standard keyboard and mouse shortcuts open the Job in a new tab or window.

e On the Job Status page, click View ¢ next to the Job you want to see.
This replaces the Job Status page unless you use the standard OS keyboard shortcuts to open the page in a new tab

or window.

e |f you know the Job ID number, you can enter it in the URL, as shown:
https://[Director_address]/jobs/[Job ID]

ACTION SECURITY TECHNOLOGIES
A101-167: Active Directory - ADFIND.EXE, Computer Query No Security Technologies detected

ACTION STATUS STAGE OF ATTACK
Recon

Job Actions Filter Action Results By: All Results v

Group 1 (1 Action) ® Completed E]

Src: CentOS-pull (10.225.2.113) User: System 9 Dest: Mac-osx11 (10.225.0.141)
Start: 2023-01-25 18:42:27 UTC  End: 2023-01-25 18:42:48 UTC

Prevented: 1 Detected: 0 Alerted: 0 Missed: 0

A101-167: Active Directory - ADFIND.EXE, Computer Query ! Blocked [-] a

ACTION TIMES RUNTIME PARAMETERS
Began At: 2023-01-25 18:42:27 UTC Extra Sleep: 0
Ended At: 2023-01-25 18:42:48 UTC NI PO

Proxy information unavailable

> NOTES

> ATTACHMENTS (0)

Job Results - Action
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Job4 s

STATUS PROGRESS SUBMITTED AT SUBMITTED BY
Completed Completed Both Groups 2022-03-17 19:05:03 UTC Default Admin

SEQUENCE SECURITY TECHNOLOGIES
5200-001: Rosie

Ea Microsoft - Windows Defender AV
STATUS BY ACTION SUMMARY OF RESULTS STAGE OF ATTACK
0

Prevented i

Detected
etedt Deliver

Alerted
Missed % Exploit
Execute
Control
Act on Target

M pass: 50% M Port Scan: 50%

1 Port Scan Actions excluded from results

Job Results - Sequence Overview
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