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WORKING WITH UNCATEGORIZED DETECTED ACTIONS

Now that you have a list of Actions that are not associated with specific security technologies, you need to identify why
this has occurred and resolve any issues so you can strengthen the security posture of your network. To do this, review
the Job Actions and Events to determine the best route forward. To illustrate the process, the following sections contain

use cases that you might encounter and provides the mitigation steps to resolve the issues.

IMPORTANT: When you add or edit security technology definition and prevention information, the
changes have to be processed, so the updates to the Jobs, Events, and Gauges may not display

immediately.

What Type of Events am | seeing for the Unknown Security
Technologies for Detected Actions?

Events where | can identify the security Events where | cannot identify the
technologies security technologies

Verify Security Technology info is Validate Verodin receives correct
in a valid field data

Validate/Create Detected Validate data/security stack
Definition configuration

Validate data/security stack Validate/Create Detected
configuration Definition

Workflow for Resolving Detected Unknown Security Technologies Actions

Security Technology Information Available in the Events
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Email Unknown Detected Gauge Details

Consider this Email Gauge. A little under half of the Attacks were detected, with some related to WebSense and some that
are not related to a security technology.

Clicking Analyze opens a new page that displays the Events included in the uncategorized Email Attack Actions. You can
work from this view, which allows you to view the raw event data and jump to the Job page. Or, you can switch over to the
Jobs View and review the Actions individually. Start your troubleshooting from the Events page by expanding the first event
to see the raw data. Right away, you see the raw data includes Websense, so you are able to identify the security
technology. Now that you have identified a security technology, you want to see if the Validation Platform has any

additional information about the event and potentially create a new security technology, so you click Add Security
Technology.

PROCESS JOB EVENTS FOR UNKNOWN DETECTED SECURITY TECHNOLOGIES

© [ 2EventSources~ | Events [Jobs | [+
Filters: Date Range: All Zones: All

EVENTS

Destination
JobID v Action Name Source Address Address

Event Description Event Source Security Technology Integration Actions

Email Policy Evaluation - Malicious  10.4.20.12 192.168.72.22

Unknown esg06.corpnet.com splunk>10.1.7.45 Qe
Attachment, PDF 7

Add security technology information for this
bsense |ESG|8.1.0|Message | Message|5| ave=10.2.31.11 dvchost=esg06.corpnet.com rt=1496945459000 externa

:30 esg06.corpnet.com CEF:
staccount@yahoo.com dus:
ailer= fname=VoiceMail.pdf u:

=8011246913608802490 mes

folcorpsnet.com msg=Verodin - A100-118, Malicious pdf 1 .223.233.6 from=garystesTACCOUNTEYANOU:CON TO=INTOECOIPNET:COm

Ua7anTr7xg_nkcPiKrWgJi4) in=185760 trues:

ISOCTR-266: phishing email with 10.1.68.13 192.168.72.22 Unknown esg05.corpnet.com splunk>10.1.7.45 [VECX+]
adwind RAT in .pdf

M4 1 10 2 of 2 rows WIH Rows Per Page: 10

Process Job Events for Unknown Detected Security Technologies - Email Attacks
On this page you see the raw Event data as well as all the other fields that the platform received data for, including the

event_source field. Since the event_source field is populated, this is an instance where you need to add a user-defined
security technology because the default definition does not include the specific value that is displayed. Select

MANDIANT PROPRIETARY AND CONFIDENTIAL, COPYRIGHT 2025.



V Mandiant

Websense/Forcepoint Websense Firewall from the Security Technology list, verify that all the required fields are populated
and display the Validation Platform definitions. After verifying the existing definitions do not include the value in
event_source, click Add to Discovery definition next to the event_source field. This populates the User Defined Discovery
field.

Create/View Security Technology Email Policy Evaluation - Malicious Attachment, PDF

Field v Value Actions
Event was discovered as Websense Websense Content Gateway
created_at <0
Security Technology ~ Websense Websense Content Gateway
description Unknown <0
Vendor*  Websense dest_ip QU
dest_port < U
Product* ~ Websense Content Gateway
email_subject Verodin - A100-118, Malicious pdf 1 (X_aRUd7amTr7xg_nkcPiKrwqJi4) <0
Version end_time <0

Product Type* event_count )

event_source websense_esg .¢%u

Product Logo
host esg06.corpsnet.com Use this field/value pair for device discovery | )

Integration Type  splunk id <y
Discovery—Mm8 8™ M MMM MM MM integration_id 1 <U
User Defined integration_type  SplunkServer <0

None Defined matched_rule <0

raw_event Jun 8 18:10:30 esg06.corpsnets.com <U
Verodin Defined CEF:0|Websense|ESGI8.1.0|Message|Messagel5| dve=10.2.31.11
. . dvchost=esg06.corpsnet.com rt=1496945459000
137 0= EOURER B UENEEER L externalld=8011246913608802490 messageld=803175540712307288
suser=garystestaccount@yahoo.com duser=info@corpsnet.com msg=Verodin -
A100-118, Malicious pdf 1 (X_aRUd7amTr7xg_nkcPiKrWqJi4) in=185760
Prevention trueSrc=34.223.233.6 from=garystestaccount@yahoo.com to=info@corpsnet.com
cc= x-mailer= fname=VoiceMail.pdf url=
User Defined
sid 5
None Defined

sr_ip
Verodin Defined sre_port

None Defined start_time 2017-06-08T18:10:30Z

uid 56:7952394
Add Security Technology Definition T

url

Security Technology Definition for Websense - no User-defined definitions

When you click Add Security Technology Definition, the changes are saved and the Validation Platform runs through the
unknown events in the system and assigns the technology where appropriate. A flash card displays, informing you how
many matches were found. This message can also be seen by going into your messages section. The platform also
automatically applies the definition to future events.

IMPORTANT: If Websense had only appeared in the raw_event field, adding the Security Technology
definition would not have been the primary remediation step. Not having the security technology
information in its own field, the security of your network could be negatively impacted, potentially
leading to missed alerts.

Once you have tuned your network and verified Websense is populating correctly, thus allowing the
integration to properly identify the security technology, you could temporarily add a security definition
using the instance of Websense in the raw event data field to have the Validation Platform assign the
technology to the Events. However, once the events were related to Websense, you would want to
remove the definition. This way, you would be aware if the issue reappears in the future.

No Security Technology Information Available
As you are working through the unknown security technology category for your Detected Actions, you try to view the raw
data for the first event listed and find there is not any.
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Events | Jobs | [~

3 Event Sources v

CESS JOB EVENTS FOR UNKNOWN DETECTED SECURITY TECHNOLOGIES (%)

Filters: Date Range: All Zones: All

EVENTS Export ~

JobID v Action Name Source Address Destination Address Event Description Event Source Security Technology Integration Actions

a email action Vertest1976@gmail.com jorev.local

a email action

a email action
dded6c0ecddos55c8848.us-
und.io

Processed Job Events for Detected Actions

To search for additional context, click Add New Security Technology ( o ) to see all the data the Validation Platform has
for the event.

Create/View Security Technology a email action

Field Actions

Create New Security Technology action <y
computer <U

2017-12-06T22:00:33Z <0

Security Technology

Vendor*
created_at

Product?

description Test IntegrationEvent generated automatically (0) <0

Version dest_ip )

dest_port <y
Product Type*
email_recipient  vertest1976@gmail.com <U

Product Logo email_sender test@nidorev.local <U

email_subject Some 6CrcENpOhWGCY4fN4zwk_TMbdPY email <0

Integration Type elasticsearch

end_time <U
event_count <U
event_source -%U

Discovery.

User Defined
None Defined
host 172.20.0.51 Use this field/value pair for device discovery

Verodin Defined id 1115 )

None Defined integration_id 10 <0
integration_type <U
Prevention

matched_rule <U
User Defined

old_integration_i < U
d

None Defined
raw_event <y
sid < U
srep < U

Verodin Defined

None Defined

Add Security Technology Definition

src_port

start_time

uid

2017-11-29T20:46:40Z

3e1d68a2-047¢-48f7-aadc-ed66b04f16a4

<U
<vU
<U

The Create/View Security Technology Form showing Event info

Based on your understanding of the network, you may recognize which security technology the event comes from.
However, just looking at the event details on the security technology form in the platform, you cannot, and thus do not
add a Security Technology definition. Instead you proceed to tune your security stack to resolve the issue. Once you have
tuned your security stack, rerun the Job to see if the security technology is now recognized, and if it is not, if the events

have enough information to allow you to add the security technology definition.

It can be difficult to clear out the unknown security technology Actions when the events do not have the necessary
information to identify the security technology. After addressing the root cause of the issue in your security stack and
rerunning the Job to verify all events are related to a security technology, you could choose to delete the entire Job, keep
the Job, knowing that it will continue to show up as uncategorized for the Detected Actions, or potentially add a temporary

security technology definition to associate the events to the appropriate security technology.

If you do decide to add a temporary security technology definition, identify something that is unique to the event. If you
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do not, you may build an inaccurate relationship between those events and an unrelated security technology. If this
happens, the only way to remove that relationship is to delete the Security Technology from the Environment page. When
you do this, all Actions and events related to that Security Technology would be automatically updated to remove the
Security Technology information. After the Security Technology is deleted you would rediscover it by modifying the
Security Technology definition.
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