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WORKING WITH UNCATEGORIZED PREVENTED ACTIONS

There are many reasons why the Validation Platform may have Job Actions that were prevented but not tied to a specific

Security Technology:

® The security technologies may be configured to not generate events when an Action is blocked

® The default security technology definitions in the Validation Platform do not contain the necessary information to

allow the integration to identify the security technology

® There may be configuration issues that prevent an event from being related to a Job

® There may be configuration issues in the security stack that prevent events from being generated

What information you see in the Job Events for these uncategorized Actions determines your workflow. T he following

sections walk you through the workflow using example use cases. Resolving these issues will continue to improve your

security posture.

Keep in mind that as you work through these unknowns, it is possible you will not be able to clear them all out, specifically

when events are not generated.

IMPORTANT: When you add or edit security technology definition and prevention information, the
changes have to be processed, so the updates to the Jobs, Events, and Gauges may not display

immediately.

What Type of Events am | seeing for the Unknown Security
Technologies for Prevented Actions?

Events with
security
technologies

Configure Security
Technology
Prevention

Validate/Create
Prevention
Definition

Validate
data/security stack
configuration

Events without
security
technologies

Validate Verodin
receives correct
data

VEULEL
data/security stack
configuration

Validate/Create
Prevention
Definition

No Events

Validate there
should be an Event

Validate all Events
were associated
correctly

Validate
data/security stack
configuration

Validate/Create
Prevention
Definition

Workflow for Resolving Prevented Unknown Security Technology Actions

Events available - provides blocked info

Network Technologies

Consider the details for the Malicious File Transfer Gauge. There are 60 Job Actions that were Prevented but none of them

were associated with a technology.
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Malicious File Transfer Unknown Prevent Gauge Details

To research this, click on Analyze to display the Process Job Events specific to the Detected Events in the unknown security
technology category for malicious file transfers. From here, you can start your analysis using the Events listed, or switch
over to the Process Job Actions view. On the Process Actions view, review the Events Action by Action, with the ability to
filter the list to only include Actions with events, Actions with suspicious events, or Actions with no events.

In this case, you decide to start with the Events list, sorting by each of the columns to identify any information that will
help identify the security technology or the blocking event. Once you sort by the description field, you see there are Palo
Alto events that have a description of blocked. This gives you enough information to check the security technology
definition and potentially add in the prevention information, which you can do by clicking Add Security Technology.

PROCESS JOB EVENTS FOR UNKNOWN PREVENTED SECURITY TECHNOLOGIES

Filters: Dimensions: Data Exfiltration Time Range: All Zones: All IPTABLES

localhost

Integration Actions

Source B Destination
Action Name Address Address Event Description Event Source Security Technology
Data Exfil - FTP Scan 10.10.20.100
Results, Superscan &
ScanLine

Unknown IPTABLES-DROP- IPTABLES Linux IPTables
FORWARD: IN=br-aio
OUT=br-aio

splunk> 10.10.10.7 Q®0

Data Exfil - FTP Scan 10.10.20.100
Results, Superscan &
ScanLine

Unknown IPTABLES-DROP- IPTABLES Linux IPTables
FORWARD: IN=br-aio
0OUT=br-aio

splunk>10.10.10.7 Q@0

Data Exfil - FTP Scan 10.10.20.100 10.10.0.100
Results, Superscan &
ScanLine

IPTABLES-DROP- localhost Linux IPTables ic10.10.10.6 Q@0
FORWARD

Data Exfil - FTP Scan 10.10.20.100 Unknown
Results, Superscan &
ScanLine

IPTABLES-DROP- IPTABLES Linux IPTables
FORWARD: IN=br-aio
0UT=br-aio

splunk>10.10.10.7 Q®0

Data Exfil - FTP Scan 10.10.20.100 10.10.0.100 IPTABLES-DROP-

localhost Linux IPTables stic 10.10.10.6
Results, Superscan &

FORWARD
ScanLine

The Process Job Events page sorted by Event Description

Since the technology was already defined, this page prepopulates with the platform-provided information, as well as any
user-provided information. You can see the Validation Platform defined some prevention information but did not include
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the description field. Since the description field contains pertinent information, you add that to the definition by clicking
Add Prevention Info for the description field.

Create/View Security Technology EternalRocks Worm - Exploit Archive Download

Field v Value Actions
Event was discovered as Palo Alto Networks Palo Alto Firewall

created_at <U

description blocked < lilw

Security Technology  Palo Alto Networks Palo Alto Firewall

Vendor*  Palo Alto Networks dest_ip 10.1.68.13 Use this field/value pair to indicate prevention
dest_port 50671 < U
Product*  Palo Alto Firewall
email_recipient <U

Version email_sender <0

Product Type*  Firewall email_subject <v
end_time < U

Product Logo
event_count <0

Integration Type  splunk event_source pan:threat < U
Discovery host 10.15.255.134 <U

id
User Defined ! <0
None Defined integration_id 1 <0

integration_type ~ SplunkServer <0
Verodin Defined

matched_rule <0
< Entry 0 -_sourcetype: pan
raw_event Jun 29 09:45:45 10.15.255.134 1 2017-06-29T00:45:45-05:00 PA-4939570- <0
« Entry 1 - _sourcetype: pan_log 789677.dfw1.corpsnet.com - - - - 1,2017/06/29
09:45:45,007701002159, THREAT,virus,1,2017/06/29
< Entry 2 - _sourcetype: pan:config 09:45:43,34.223.233.6,10.1.68.13,34.223.233.6,50.56.230.140,COMMON EGRESS BROWSING
WWSG,, web-browsing,vsys1,0utside, Inside,etheret1/1,ethernet1/2,Panorama-all-
< Entry 3 - _sourcetype: pan:system Splunk,2017/06/29 09:45:43,34288310,1,80,50671,80,37597,0x402000,tcp,drop,‘cnli-
1.dII"Virus/Win32.ramnit.bavgm(2121120),unknown,medium,server-to-
client,179064278,0x8000000000000000, United States,10.0.0.0-

< Entry 4 - _sourcetype 10.255.255.255,0,0., ,48,64,0,0,849558-PA1.AUS2,

& Entry 5 - _sourcetype: pan:traffic sid Unknown

sre_ip 34.223.233.6

Prevenionmm—— — — —
src_port 80
eedDefined start_time 2017-06-29T14:45:452
None Defined
uid 66:73735373

Verodin Defined updated_at
U Entry 0 - name: \b(blocklblockedblock-iplblock-urlidenyldenied|dropldrop-icmpldrop-allires... url

U Entry 1 - action: \b(blocklblockedIblock-ip|block-url|deny|denied|drop|drop-icmpldrop-alllre...

Add Securlty Technology Definftion

Add Prevention info to Security Definition

When you do this, it adds an entry to the User Defined Prevention section, which when expanded, shows the specific field
and value included.

Prevention

User Defined

U Entry 0 - description: blocked

Field* description

Value*  blocked

Verodin Defined

U Entry 0 - name: \b(block|blocked|block-ip|block-url|deny|denied|drop|drop-icmp|drop-all|res...

U Entry 1 - action: \b(block|blocked|block-ip|block-url|deny|denied|drop|drop-icmp|drop-allre...

User-defined Prevention field expanded showing the information added

After saving your changes, the Security Technology page in the Environment section displays so you can verify Palo Alto
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has Prevention Enabled. In this case, it is not, so you edit the security technology to enable it.

Network Device NX Series
ENDPOINT PRODUCTS

Combine to Create New

Prevention
Logo Vendor Product NX Series

Enabled Actions
@ Test EndpointProd

pull, centos- Enabled VAR BE R4
Description auto discovered

E} Windows Defender AV

110-actor Enabled S OB

Ensble Prevention | Enebled ———
NETWORK DEVICES Device is inline and/or capable of blocking traffic Combine to Create New
@ Unknown
@ Not Blocking =

Device is out-of-band (tap, span, etc) and/or not configured to block

Prevention
Logo Vendor Product

Enabled Action
Bro Bro IDS :alsuricata, Unknown o @ 3
o
Interfaces 'sample_interface
FireEye NX Series _interface Unknown
Snort Snort IDS

m Host 312 Not Blocking
Select logo fireeye_logo.png

Suricata Suricata

3.45.130, Enabled
7, dans-
Close Submit 2

Automatically detected from MCATee ESM
events, field "Alert.WriteTime" matched "2018-
05-22 21:34:11"

lablocalsuricata2 Unknown

Security Technology page - enabling Prevention for Palo Alto

Malicious File | 132
Transfer | Actions
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Malicious File | 132
Transfer | Actions

(@) Prevented 5 Not Blocked

60

Prevented

ol W

Pr
ooo II

XS
Job Count 34
Job Action Count 47
Event Count 43

Analyze

Malicious File Transfer after Prevention defined and enabled

Then, switch to the Gauge page and refresh it. When the changes are process, the Gauge details for Malicious File
Transfer will show Actions associated with Palo Alto and the number of unknown Actions will have decreased.

Endpoint Technologies

Consider the details for the Authentication & Authorization Gauge. There are 23 Job Actions that were Prevented but none
of them were associated with a technology.
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To research this, click Analyze to bring up the EVP page, which has the Process Job Events and Process Job Actions views
specific to the Prevented Events in the unknown security technology category for Authentication & Authorization. From
here, switch the Jobs Actions view to start your analysis. Expand one of the Actions and click Events to see the Event

details. Immediately you can see that these are Endpoint events, the events are associated to Microsoft® Windows®
Defender, and that there's information in the Message field that shows that Windows Defender prevented the Action.
Hover over Add a new Security Technology and see that Windows Defender has prevention enabled, so now you need to
add the rule so the Actions are related to it.

PROCESS JOB EVENTS FOR UNKNOWN DETECTED SECURITY TECHNOLOGIES

Filters: Date Range: All Zones: All

EVENTS

JobID v Action Name

Ransomware - Petya MyGuy - Trojan Download via
h

e - Petya MyGuy - Trojan Download via

etya MyGuy - Trojan Download via

jorm - First Stage Download
Variant 1

EternalRocks Worm - First Stage Download
Variant 4
Ranso M.E.Doc Download, Variant 1

Eternal
Variant 3

jorm - First Stage Download

Source Address

10.420.12

1042012

10.420.12

10.420.12

1921687222

192.168.7222

1921687222

192.168.7222

1921687222

1921687222

192.168.7222

Destination Address.

1921687222 notified

1921687222 notified

1921687222

1921687222 L

10.1.68.13 blocked

10.1.68.13 blocked

10.1.68.13 blocked

10.1.68.13 blocked

10.1.68.13 blocked

10.1.68.13 blocked

10.1.68.13 blocked

Event Description

Local.infection

Event Source Security Technology

10.412.139 FireEye NX Serles

10.4.12139

FireEye NX Series

FireEye N;

infection

works Palo Alto Firewall

works Palo Alto Firewall

10.15.255.134 works Palo Alto Firewall

10.15.255.134 Palo works Palo Alto Firewall

10.15.255.134 Palo Alto Networks Palo Alto Firewall

10.15.255.134 Palo s Palo Alto Firewall

10.15.255.134 Palo ks Palo Alto Firewall

The Process Job Action view showing Events for one of the Actions

© [SEventSources~ | Events

Export~

Integration

splunk> 10.1.7.45

splunks splunk01.corpops.company.com
T S ——

splunks 10.1.7.45

splunk>10.17.45

splunk>10.17.45
splunks 10.1.7.45

splunk>10.1.7.45

splunk

splunk-01.corpops.company.com

splunks splunk-01.corpops.company.com

splunks splunk-01.corpops.company.com

Actions.

Since the technology was already defined, this page prepopulates with the current definition and rules. Notice that this
page is different, with the available information field names different than what you saw for the network security devices.
The Add to Detection option also isn't available in the Actions field.
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Create/View Security Technology Action - Credential Access, Mimikatz

Field v Value Actions
Event was discovered as Windows Defender AV
[Event]

Entry Type | Endpoint [EventData]
[Data][#0]

Security Technology Windows Defender AV [Event]
[EventData]
Data][#10)
Vendor*  Windows [Data][#10]
[Event]

Product*  Defender AV [EventData]
[Data][#11]

Version [Event]
[EventData] ol:Win64/Mikatzirfn&threatid=2147692943&enterpris
[Data][#12]
Product Type* Antivirus
[Event]
[EventData]

Product Logo  windows.defender_logo.png R
3

Integration Type |“endpoint [Event] Status Description

[EventData]
[Data][#14]

Discovery [Name]

User Defined [Event]

«2 Entry 0 - service_exists : WinDefend [EventData]

[Data][#15]

=5 Entry 1- service_exists : WdNisSvc Evertl

[EventData]

Verodin Defined [Datal[#16]
[Event]

[EventData]

[Datal[#17]

Prevention [Event]

[EventData]
User Defined [Data][#18]

C:\Program Files\Verodin\node\node\scripts\verodin_backend.exe

[Event] NT AUTHORITY\SYSTEM
[EventData]

Verodin Defined [Date][#19]
[Event] 4.18.1806.18062
[EventData]
[Data](#1]

Add Security Technology Definition [Event] Unused3
[EventData]

Create/View Screenshot for Windows Defender

[Event] Information
[Renderinginfo]
[Level]

[Event] Windows Defender Antivirus has taken action to protect this L )]
[Renderinglnfo] machine from malware or ather notentiallv unwanted software "For N
[Message] more information please se¢ Use this field/value pair to indicate prevention
https://go.microsoft.com/fwlink/?
linkid=37020&name=HackTool:Win64/Mikatz!rfn&threatid=214769
2943&enterprise=0 Name: HackTool:Win64/Mikatz!rfn ID:
2147692943 Severity: High Category: Tool Path:
file:_C:\Users\Public\Documents\mimikatz.exe Detection Origin:
Local machine Detection Type: Concrete Detection Source: Real-
Time Protection User: NT AUTHORITY\SYSTEM Process Name:
C:\Program Files\Verodin\node\node\scripts\verodin_backend.exe
Action: Quarantine Action Status: No additional actions required
Error Code: 0x00000000 Error description: The operation
completed successfully. Signature Version: AV: 1.271.135.0, AS:
1.271.135.0, NIS: 1.271.135.0 Engine Version: AM: 1.1.15000.2,
MNIS: 1.1.15000.2

[Event] Info
[Renderinginfo]
[Opcode]

Windows Defender Field containing prevention info

You look for the message field and realize it contains extra information. Click Add to Prevention to create the user-
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defined Prevention rule fields, and then edit the field to contain only enough detail so the Validation Platform can identify
the Action has being prevented by Windows Defender.

Create/View Security Technology Host Action - Credential Access, Mimikatz

Field v Value Actions
Event was discovered as Windows Defender AV
[Event] 827 /)

Entry Type | Endpoint [EventData]
I [Data](#0]

Security Technology ~ Windows Defender AV [Event]
[EventData]
Data][#10]
Vendor*  Windows [Data][#10]
[Event]

Product*  Defender AV [EventData]
[Datal[#11]

Version [Event]
[EventData] =37020&name=HackTool:Win64/Mikatz!rfn&threatid=2147692943 &enterpris
» [Datal[#12]
Product Type*  Antivirus
[Event]
I EventData
Product Logo  windows_defender_logo.png {u:g]‘[«‘::}
Integration Type |Nendpoint ) [Event] Status Description
R, [EventData]
[Data](#14]

Discoven
s [Name]

User Defined [Event]

2 Entry 0- service_exists : WinDefend [EventData]

[Data][#15]

o2 Entry 1- service_exists : WdNisSvc
[Event]

[EventData]

Data][#16]

Verodin Defined [DatallE1e]
[Event]

[EventData]

[Data][#17]

Prevention [Event] C:\Program Files\Verodin\node\node\scripts\verodin_backend.exe

[EventData]
User Defined (-] [Data][#18]

U Entry 0- [Event][Renderinginfo][Message] : Windows Defender Antivirus... = x

[Event] NT AUTHORITY\SYSTEM
[EventData]
Field*  [Event][Renderinginfo][Message] [Data][#19]

[Event] 4.18.1806.18062
[EventData]
[Data][#1]

Value* e orother potentially unwanted software \lIFormore inforima;

[Event] Unused3
[EventData]
[Data][#20]

Create/View Security Technology highlighting the prevention definition

After you save the rule, the Validation Platform updates its configuration and when the changes are processed, you see
the unknown category in the Gauges has greatly reduced and Windows Defender is now listed as a technology that

prevented Actions.

IMPORTANT: When you add or edit security technology definition and prevention information, the
changes have to be processed, so the updates to the Jobs, Events, and Gauges may not display
immediately.
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Authentication & Authorization details now includes Windows Defender

Event Available - No Blocked info

Consider Job ID 23 for Reconnaissance Attacks with unknown prevented security technologies. Here you see that the
Action was Blocked and there was one Event. Reviewing the Event, you see that it

® |sidentified as an Event tied to Forcepoint

® Was not related to a Splunk rule, so no Alert was fired
® The message field is allowed

Detected Events for Action: Exploit Page - Sedkit Exploit Kit, Landing Page

SpIunk> (splunk01.corpops.company.com)
Events That Didn't Match a Rule

Timestamp Source IP Dest IP Message Source
2017-05-08 20:05:15 UTC 10.6.201.202 192.168.72.22 allowed 1

10.6.92.151
May 8 20:05:15 10.6.92.151 vendor=Websense product=Security product_version=8.1.0 action=permit
src_host=10.

201.202 src_port=38667 dst_host=34.223.233.6 dst_ip=34.223.233.6 dst_port=80 byte¢
http_method=GET http_content_type=text/plain;_ charset=utf-8

Websense/Forcepoint Websense
http_user_agent=Mozilla/5.0_(Windows_NT_10.0;_ WOW64; rv:

Firewall

Prevention Unknown
1.0)_Gecko/20100101_Firefox/51.0 http] Interfaces: tion=1026
10.6.92.151
10.6.92.149
10.4.20.8

200

policy=Super_Administrator**Default role=8 duration=3 url=http://34.223.233.6/weekly/51586/rutl

Show All Raw
< Click to update Security Technologies >

Discover devices Close

Processed Jobs Actions for Reconnaissance Attacks with Job ID 23 expanded

At this point you know that the only Event generated indicates the Action was allowed and was not blocked. So now you
need to investigate to determine:

e Were all Events generated that should have been generated?
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® |sthere a configuration issue in the security stack that caused Splunk to believe the Action was blocked when it
really was not, since the only Event associated with the Action says it was actually allowed?

® |s there a configuration issue that populated the event information incorrectly?

After you complete the investigation and resolve configuration issues within the stack, rerun the Job to see what the
Validation Platform tells you. If there is only one Event that now shows as blocked but is still not related to a security
technology from the prevention side, you have additional information to use to continue through the workflow,
potentially creating the security technology definition and adjusting the security technology configuration the same way
you did in the previous use case.

Once you have addressed the root of the issue, you may decide to delete the original Job since it may not contain valid
data. The information in the original Job will not change, regardless of the configuration changes you make, so it will
continue to be included under the Unknown prevented category.

No Events Available
Consider the Command and Control Actions with unknown security technologies. Of the 34 Jobs run, 12 of them do not
have any Events associated with them.

PROCESS JOB ACTIONS FOR UNKNOWN PREVENTED SECURITY TECHNOLOGIES © [Events  Jobs |+

Filters: Date Range: All Zones: All

JOB ACTIONS WITH  No Events +

420 Evaluation: Ransomware - Petya DNS Queries

© Group1 (i Src: External VM External Cloud Dest: DNS Server DNS d: 0

Ran Petya MyGuy Blocked No Events

417 Meterpreter_80 @ 2017-06-29 21:03:55 UTC Ran by: Def

© Group1 (i Src: External VM External Clou est: InternetActor Internet

416 Meterpreter_80 @ 2017-06-29 21:03:36 UTC

© Group1 (1 src: OhioActor EAST Dest: InternetActor Internet

0

413 Meterpreter_443 @ 2017-06-29 21:02:20 UTC

Started: 19 days ago
© Group1 (1 Src: OhioActor EAST est: InternetActor Interet ke Detected: 0

Processed Jobs Actions - Command & Control Comm Attacks showing no Events

Since there are no Events, you need to look at the security stack to identify the issue. Some common troubleshooting
questions could include

® For the Actions run, should there have been Events created?

e |f Events should have been created, what security technologies are in the security stack that should have created
the Events?

® Was the security technology that was responsible for generating the events down when the Action was run?

® |s there a configuration issue in the security stack that prevented the event from being generated and/or seen by
the Validation Platform?

® Are the integration configurations in the Validation Platform set up correctly to capture the required information?

As mentioned earlier, it is possible that there will not be events generated and thus the Validation Platform cannot
identify the security technologies. If you resolve an issue in your security stack, re-run the Jobs. When you re-run the Jobs
and Events are found, the Events are either associated with the security technology, or you will have the event
information in the Validation Platform to assist you with further troubleshooting. If Events are found, you may choose to
delete the original Job since it contains invalid data now that the issue is resolved.
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@ NOTE: There is an Audit Log that allows you to see information around Job deletion
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