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MANAGING SECURITY TECHNOLOGIES

Security platforms and solutions are an important part of Security Validations and are identified several ways, including
during installation of Actors or running Actions and having the events identified by the Integrations. Once they are
identified, they are displayed on the map, are seen in the events section of Job Actions, and can be reported on.

Note: If you're working with AWS security technologies, they appear on the network map per region,
which is a slightly different behavior than other security technologies. For example, if an event comes in

@ for a GuardDuty integration setup in us-east-1, a GuardDuty icon should pop up on the map. Likewise, if
an event comes in for a separate region (for example, us-east-2), a second GuardDuty icon should
appear on the map.

There are two main areas where you can review and manage the Security Technologies identified in your system (or
definitions provided by Mandiant):

e Security Technologies Page
e Security Technology Settings Page

Security Technologies Page
The Security Technologies page displays a list of security platforms or solutions identified through the platform's

integrations. On this page, you can edit and delete the security technologies, and you can view the activity log.

TIP: If your security technology wasn't identified, you may need to create a custom definition. This can
be done by manually creating a definition, or by working through the Unknown Security Technologies
Workflow, a part of Effectiveness Validation Process (EVP) (https://docs.mandiant.com/home/msv-evp).

ENDPOINT PRODUCTS Combine to Create New.

Prevention
Logo Vendor Product Version Name Description Actors Enabled Actions.

Q) ity Endpoint Security FireEye Endpoint Security  Discovered automatically on endpoint Retail:East:NY:NYC33, Enabled [
Retail: TOLA:TX:Dallas47,
Retail: TOLA:TX:Houston3,
Retail: TOLA:TX:Austin2

@ Moatee McAfee Antivirus McAfee Antivirus Discovered automatically on endpoint Retail:East:NC:Popup, Enabled
Retail:East:NY:NYC33,
Retail:West:CA:Store123,
Retail: TOLA:TX:Austin2
Microsoft Defender ATP Defender ATP Automatically detected on endpoint retail-east-ny-2 Enabled
Microsoft Defender ATP Defender ATP Automatically detected on endpoint retail-east-ny-1 Enabled

Microsoft Windows Defender AV Windows Defender AV Automatically detected on endpoint retail-east-ny-2 Enabled

Microsoft Windows Defender AV Windows Defender AV Automatically detected on endpoint retail-east-ny-1 Enabled

NETWORK DEVICES Combine to Create New.

Prevention
Vendor Product Version Name Description Interfaces Enabled

Blue Coat ProxySG ProxyS6 Discovered 10.0.20.30 Enabled

Cisco FirePOWER FirePOWER Discovered 10.0.10.2 Enabled

FireEye NX Series NX Series Discovered 10.0.20.2 Enabled

Security Technologies page

Security Technology Prevention Settings

When you edit a security technology, a configuration option defines if the device is used for Prevention. By default, all
endpoint security technologies list Prevention as Enabled and network security technologies list Prevention as Unknown.
On initial installation, go to Environment > Security Technology and review and update the Prevention configuration for
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each Security Technology that your organization uses to Prevent Attack behaviors.

ENDPOINT PRODUCTS ]
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Security Technology Prevention setting

Until you make this configuration change on your security technologies, the platform cannot relate Job Actions that were
Prevented to specific security technologies. When Job Actions are correctly related to security technologies, the Gauge
details on the Gauge page are more complete.

Combining Multiple Instances of a Security Technology

If you have multiple security devices (network or endpoint) you'd like to combine so they only show up once in reporting
and on the map, you can do that on the Security Technology page. For example, the environment shown below shows our
Firewall and IDS technologies identified on several interfaces. The first instance of the Firewall is a combined version, as is
the IDS.

TO COMBINE SECURITY TECHNOLOGIES

Go to Environment > Security Technologies.
Identify security technologies you want to combine in either the Endpoint Devices or the Network Devices table.
Click Combine to Create New.

Select two security technologies from the table. You know they are selected because they change color. Then click
Submit. The table will refresh and the security technologies will be combined in one row, with both interfaces listed.

A wnh =

TO SEPARATE SECURITY TECHNOLOGIES

If you want the security technologies to display separately on the map and in reporting, you can separate the ones you

combined.

1. Go to Environment > Security Technologies.
2. ldentify the security technology you want to separate and from its Action menu, select Separate.
3. From the Device window, select one or more interfaces and click Move to new device. Then click Submit. The table

will refresh and there will be a new line in the table for the separated security technologies.
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TIP: When separating security technologies, it will only create one new security technology. For
example, if you have a security technology with three interfaces and you want to separate them,
you will need to complete this procedure twice.

Security Technologies

NETWORK DEVICES

Prevention
Logo Vendor Product Version Name Description Interfaces Enabled
Linux Dnsmasq Dnsmasq Automatically detected from Elasticsearch events, field " verodin-aio-dnsmasq Unknown
[source][type]" matched "dnsmasq"

IPTables IPTables Automatically detected from Elasticsearch events, field " | verodin-aio-iptables, Unknown
Lsource]ltype]" matched "iptables” localhost, IPTABLES

IPTables IPTables Automatically detected from Elasticsearch events, field " ip-172-31-63-19 Unknown
Lsource]ltype]" matched "iptables”

IPTables IPTables Automatically detected from Elasticsearch events, field " ip-172-31-82-18 Unknown
Lsource]ltype]" matched "iptables”

IPTables IPTables Automatically detected from Elasticsearch events, field " ip-10-109-1-151 Unknown
Lsource]ltype]" matched "iptables”

Snort IDS Snort IDS Automatically detected from Elasticsearch events, field " | verodin-aio-snort, Unknown
Lsource]ltype]” matched "snort" snort

Security Technology combined

Deleting a Security Technology
If you have removed a security device from your environment, you may want to remove it from the map. To do this, you

would delete the security technology.

NOTE: When you delete a Security Technology, it is disabled in the database instead of being removed.
This allows historic information, such as Jobs, Job Actions, and Events, to be maintained in the database
for retrieval.

TO DELETE SECURITY TECHNOLOGIES
1. Go to Environment > Security Technologies.

2. ldentify the security technology you want to remove from the map and from its Action menu, select Delete.
3. Click OK to confirm. The table will refresh and the security technology will be removed from the table.

Activity Log

All modifications to the Security Technology definitions are recorded, whether done from the Security Technology page or
from the Create New Security Technology page. This allows you to identify when a security technology definition is
changed and who made that change. To view the change, click Environment > Security Technologies Environment, then

click the Activity Log icon for the security technology you want to see.
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Network Device Activity Log for Suricata

Action
Timestamp User Type Action Message

2018-06-14 15:15:27 admin@verodin.com updated Enable Prevention changed from "Unknown" to "Enabled"
uTcC

2018-06-14 15:14:24 admin@verodin.com updated Enable Prevention changed from "Enabled" to "Unknown"
uTC

2018-06-14 13:57:53 admin@verodin.com updated Dis ry changed to: {"elasticsearch”:[{"type":"field","field":"[_source]
uTC [type]"valu uricatalDPS"}]}

2018-06-13 23:23:46 admin@verodin.com updated Enable Prevention changed from "Unknown" to "Enabled"
(e

Audit log showing changes to the Suricata Security Technology

Security Technologies Settings Page

The Security Technologies Settings page is where you view and create rules for identifying security technologies in your
environment and add logos for the security technologies. To access this page, go to Settings > Director Settings. Then
select Security Technologies.
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Client-Specific Config - version 5 Save Config N || Download backup | | Add template

V¥ Client-Specific Config [5]
v 0 {4}
¥ technology {4}
vendor : Snort
product : Snort IDS
tech_type : IDS/IPS
logo : snort-sourcefire.png
P> discovery {2}
P> prevention {2}
type : network
> 1 {4}

CEREEY

Verodin Default Config - version 30

V¥ Verodin Default Config [283]
v 0 {4}
type : endpoint
¥ technology {4}
vendor : McAfee
product : McAfee Antivirus
tech_type : Antivirus
description : Allows you to ingest McAfee EPO data for use in CIM compliant Splunk apps
> discovery {3}
> logs [1]
> 1 {4}

> 2 {5}

Security Technology Logos

Logo Vendor Product Version Filename Action
3Com 3com_logo.jpg
Amazon CloudTrail aws_cloudtrail.png

Amazon GuardDuty aws_guardduty.png

Ambiron ambiron_logo.jpg

Security Technologies settings

When jobs are processed, the platform examines the events culled from integrations and compares the fields to the
security technology definitions. The Validation Platform comes pre-populated with definitions for the common security
technologies. The technologies that are identified are populated in the Security Technologies tables under Environment >
Security Technologies. Their logos will also appear on the map.

If you have a security technology that the Validation Platform does not have a definition for, you can create new rules. If

you are comfortable working with JSON, you can write these in the Client-specific Config area of this page. If you do not
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want to write it out using JSON and you have a Job with events that don't have a defined security technology, you can also

use the EVP process. This can be started from Job Results or from the Gauges. See Creating New Security Technology
Definitions for more information.

Network Security Technology Definitions
The network security technology definitions include the following sections.
® Technology:
o Entry that provides overview details of the security technology, such as vendor, product, security technology
type, and optional entries like description, logo, and version
® Prevention:

o Entry that populates if prevention is possible for that technology

o Entries that show how integrations know that the security technology blocked a behavior or attack

@ NOTE: This section is optional.

® Discovery:

o Entries that represent how integrations identify or discover the security technology, which include the
following:

® type: How integrations identify the security technology (this will always be "field")
= field: Name of the field where the information comes from

® value: Value in the field

The following figure shows an example of one of the Validation Platform's pre-configured network security technology
definitions.
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Verodin Default Config - version 30

394 results network

v 8 {4}
type : network
V¥ technology {4}
vendor : Palo Alto Networks
product : Palo Alto Firewall
tech_type : Firewall
description : Parses Palo Alto firewall log data for use in CIM compliant Splunk apps
¥ prevention {6}
¥ arcsight [1]
v 0 {1}

Name : \\b(block|blocked|block-ip|block-url|deny|denied|drop|drop-icmp|drop-all|reset-both|reset-
server |reset-client|sinkhole)\\b

logrhythm [2]
mcafee [1]
palo_alto [1]
qgradar [1]
splunk [2]
¥ discovery {5}
> splunk [6]
¥ arcsight [1]
v 0 {3}
type : field
field : Device Product
value : Palo Alto Firewall

qgqradar [1]

mcafee [2]
E—

Example of a Network Security Technology Definition

Endpoint Security Technology Definitions
Endpoint security technology definitions include the following sections:

e Technology:

o Entry provides overview details

® Discovery:
o Entries that represent how the security technology is discovered. This includes the type, which is how the
integrations identify the security technology (this could be file_exists, directory_exists, service_exists, or

program installed).

@ NOTE: Additional fields will be included based on how the "type" field is populated.
® |ogs:

o Entry identifies the log type and source that the Validation Platform pulls events from and lists any logs on
the operating system where events could be found.
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This determines where we look for host events on an Actor when running Host CLI Actions. This can come
from Windows event logs or a flat log file. In the config, a logs item must have a type key that can be either
event_log or file . Depending on the type value, we require different additional fields.
For event_log type items:
®  value :thisis the log name, for example, "Application" or "Security"
®  filter :thisis a dictionary with a single key source , which is a list of log source values to filter by. The
log source value corresponds to the Name attribute of the System Provider field in Windows event logs.
There's an example of this later in this section.

o For file type items:
®  value :thisis the filepath of the log file to check
= regex :a multi-line Python-compatible regex used to parse log entries. Named groups must use the
syntax (?P<group name>) . We will respect the following list of group names in the regex, although you
can include additional ones, if appropriate:
® computer
® message
® src_log_ file
= |og name
® event id
® category
® event_type
= user
® opcode

= keywords

® Prevention:

o Entries that represent how the Validation Platform knows the security technology blocked a behavior or attack

@ NOTE: This section is optional.

An example of one of the Validation Platform's pre-configured endpoint security technology definitions is available in .
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VERODIN DEFAULT CONFIG - version 29

> 275 {3}
> 276 {3}
v 277 {5}
type @ endpoint
¥ technology {4}
vendor : Microsoft
product : Windows Defender AV
tech_type : Antivirus
logo : windows_defender_logo.png
¥ discovery {1}
¥ endpoint [2]
Y o {2}
type @ service_exists
service : WinDefend
v 1 {2}
type @ service_exists
service : WdNisSvc
¥ logs [1]
Y o {3}
type @ event_log
value : Microsoft-Windows-Windows Defender/Operational
¥ filter {1}
¥ source [1]
© : Microsoft-Windows-Windows Defender
¥ prevention {1}
¥ endpoint [1]

v o {1}

Example of an Endpoint Security Technology Definition

Creating New Security Technology Definitions
If you have a security technology that the Validation Platform does not have a definition for, or for which information is

[Event][RenderingInfo][Message] : (Microsoft|Windows) Defender( Antivirus)? has taken action to protect this machine

missing, you can manually add the security definition. This can be for a new security technology or to add information to

an existing technology. If you are comfortable working with JSON, you can write these in the Client-specific Config area of

this page.

If you do not want to write it out using JSON and you have a Job with events that don't have a defined security technology,

you can also use the EVP process, which includes using existing events and the forms that are part of EVP. You can create

new network and endpoint security technology definitions using the template in the Security Technology settings by
switching the text to the other option. You can use the parsed event to populate the definitions. See Effectiveness

Validation Process (EVP) (https://docs.mandiant.com/home/effectiveness-validation-process-evp) for more information.

For example, you can add definitions for how the integrations discover the security technology (represented by the <

icon) or how the integrations identify when the security technology prevented/blocked a test (represented by the °
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icon).
Access this form by clicking on one of the following options:

® The security technology icon (or +) from an eventin a Job
® The unknown technology process for the Gauges

e The filtered Jobs list for the MITRE Dashboard

Create/View Security Technology HTTP Exfil/Upload of Pl Data

Field 2 Value

Entry Type Network [source] 2019-06-17T17:28:14.000Z
[@timestamp]

Security Technology Create New Security Technology [_source]

[@version]

.
pencer [_source]lalert]  POST http://10.10.0.100/ HTTP/1.1

[_source]lbytes] 13
Product*
[_source] 10.10.0.100
[destination_ip]
Version
[_source]
[destination_port

Product Type* ]

[_source][host] verodin-aio-privoxy

Product Logo [_source] 10.10.10.100 - - [17/Jun/2019:17:28:14 +0000] POST
[messagel] http://10.10.0.100/ HTTP/1.1" 200 13

Integration Type | elasticsearch

[_source][path] /var/log/privoxy/logfile

[_source] 17/Jun/2019:17:28:14 +0000
[privoxy_timesta
mp]

Discovery

User Defined
[_source]
[response_code]

Verodin Defined [_source] 10.10.10.100
[source_ip]
[_source][type] privoxy

[_source]

Prevention [user_identifier]

User Defined [_source][userid]
_id 5L17ZmsBHCoinAr7d02L
logstash-privoxy-2019.06.17
Verodin Defined

1.5753641

doc

Add Security Technology Definition

unpopulated form
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Create/View Security Technology Host CLI - Defense Evasion, Persistence, & Privilege
Escalation - Valid Accounts

Event was discovered as Palo Alto Networks Palo Alto Firewall Field v Value Actions

Entry Type destinationip 10.16.101.30 < 0

destinationport 443 <0

Security Technology Palo Alto Networks Palo Alto Firewall Rasoffense raloe <y

Vendor* Palo Alto Networks hostname_logso Unknown Host 71 < U
urceid

logsourcename_| PaSeries @ PA-VM <0

Product* Palo Alto Firewall
ogsourceid

logsourcetypena  Palo Alto PA Series <0
Version me_devicetype

qid 53500021 < U
Product Type* Firewall
gidname_gid Session Allowed < U
Product Logo palo_alto_logo.png foweer HOAK P <0

sourceport 54656 < U

Integration Type
starttime 1531937065951 <0

Discovery

User Defined

Verodin Defined
« Entry 0 - logsourcetypename_devicetype : Palo Alto PA Se...

Prevention

User Defined

Verodin Defined

U Entry 0 - gidname_gid : \b(block|blocked|block-ip|blo... = %

Add Security Technology Definition

populated form

As customers send us their custom definitions, we will review and integrate them into the pre-defined definitions as
appropriate.
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