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ASM GITHUB INTEGRATION

Mandiant Advantage Attack Surface Management (MA-ASM) provides two GitHub workflows which result in different types
of Entities and Issues. Our token-based GitHub integration works with both GitHub organizations and accounts.
Depending on which method you choose, the MA-ASM workflow varies.

® Integrate with a GitHub Organization: MA-ASM locates all of the users belonging to the integrated organization
and creates a GithubAccount Entity for each of them.

® |ntegrate with a GitHub Account: MA-ASM creates a GithubAccount Entity of the user the token belongs to and
GithubRepository Entities for all the repositories the token has access to (including private repositories owned by
other users).

This integration eliminates the need for manual entry of the same data as Seeds.

Integration with GitHub requires two steps:

1. Create a GitHub Access Token
2. Use GitHub Access Token for MA-ASM Integration

Create a GitHub Access Token

There are two types of access tokens you can create for the GitHub integration: Fine-grained or Classic. To create either
type of token, sign in to GitHub and navigate to https://github.com/settings/tokens. Then follow the steps for the type
of token you want to generate:

® Fine-grained token (Beta): Recommended by GitHub
® (lassic token: Less secure option

® See Managing your personal access tokens (https://docs.github.com/en/authentication/keeping-
your-account-and-data-secure/managing-your-personal-access-tokens) to determine which token best

@ suits your needs.

® See https://github.com/settings/tokens for more information on how to create a token to
access the GitHub API (https://docs.github.com/en/rest).

Create a fine-grained token (Beta)
1. Navigate to Personal Access tokens > Fine-grained tokens.
2. Click Generate new token.

88 GitHub Apps Fine-grained personal access tokens Generate new token
A OAuth Apps

Need an API token for scripts or testing? Generate a personal access token for quick access to

/£ Personal access tokens ~ )
the GitHub API.

| Fine-grained tokens

Tokens (classic)

3. Fill'in the fields as follows:
o Token name: Enter a name such as Mandiant-ASM that's easy to remember.
o Expiration: Set this based on your organizations's requirements and swap out the token when it expires.
o Description
© Resource owner
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o Repository access: Select the choice which best fits your organization’s requirements.

® Public Repositories (read-only)

= All repositories: This includes all current and future repositories you own.

® Only select repositories: You must select at least one repository and no more than 50.

o Permissions

= Repository Permissions: This subsection only appears if All repositories or Only select

repositories is selected in the Repository access section.

® Navigate to the Contents option and update this Access to Read-only.

Contents (3)
Repository contents, commits, branches, downloads, releases, and merges.

Select an access level x

Custom properties (i)
View and set values for a repository's custom properties, when allowed by the

+ Read-only

Dependabot alerts (&) Read and write
Retrieve Dependabot alerts.

No access

® Account Permissions:

® QOptional: Navigate to the Email addresses option and update this Access to Read-only.

Email addresses (i)

b Access: Read-only +
Manage a user's email addresses.

Select an access level X
Followers (3) No access
A user’s followers

v/ Read-only
GPG keys (i) Read and write

View and manaqge a user's GPG keys.

Setting the Email addresses option to Read-only is recommended as this allows
MA-ASM to display the email with which the access token is associated. This
makes it easier to differentiate between many GitHub integrations.

New fine-grained personal access token

Create a fine-grained, repository-scoped token suitable for personal API use and for using Git ower HTTPS.

Token name *

Mandiant-ASM

& unigue name for this token. May be visible to resource owners or users with possession of the token.

Expiration *

30days & | The token will expire on Fri, Jun 28 2024
Description

ASM GitHub
What is this token for?

Resource owner

kd -
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Repository access
0 Public Repositories (read-only)

® All repositories
This applies to all current and future repositories you own,
Also includes public repositories {read-only).

) Only select repositories
Select at least one repository. Max 50 repositories,
Alzo includes public repositories (read-only).

Permissions

Read our permissions documentation for information about specific permissions.

Repository permissions 2 Selected
Repository permissions permit access to repositores and related resources

Account permissions 1 5elected
User permissions permit accass to resources under your personal GitHub account.

Overview

2 permissions for all of your repositories

1 Account permission

This token will expire June 28, 2024.

Generate token Cancel

Thiz token will be ready for uze immediately.

4. Click Generate token.
5. Finally, copy the token for use in MA-ASM when establishing the integration.

This token is only available until you navigate away from this page.
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Fine-grained personal access tokens

Generate new token

These are fine-grained, repository-scoped tokens suitable for personal API use and for using Git over HTTPS.

Make sure to copy your personal access token now as you will not
be able to see this again.

athub_pa |, : :

Expires on Sun, jun 16 2024,

Create a classic token

1. Navigate to Personal Access tokens > Tokens (classic).
2. Click Generate new token > Generate new token (classic).

88 GitHub Apps

A OAuth Apps

/2 Personal access tokens
Fine-grained tokens

I Tokens (classic)

~

Personal access tokens (classic)

Need an API token for scripts or testing? Generate a personal access tol

Personal access tokens (classic) function like ordinary OAuth access tokens. They ca
or can be used to authenticate to the API over Basic Authentication.

3. Fill out the mandatory fields as follows:
o Note: Enter a name such as Mandiant-ASM that's easy to remember.
o Expiration: Set this based on your organizations's requirements and swap out the token when it expires.

o Select scopes: Select the following options:

® repo: Full control of private repositories

= QOptional: user > user:email: Access user email addresses (read-only)

Never used Delete

Generate new token ~

Generate new token
Fine-grained, repo-scoped

Generate new token (classic)
For general use

If enabled, the user:email scope allows MA-ASM to display the email with which the
access token is associated. This makes it easier to differentiate between many GitHub

integrations.
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New personal access token (classic)

Personal access bokens [dassic) function like ondinary O&uth access tokens. They can be used instead of a password
for Git ouer HTTPS, o can be used to autherzizabe to the AFT over Bask Authergication.

Mote
Mandiars- A8
Aty thin ekan farT
Explration *
30 oays ® | Tre kel eqreon Sas un 29 3028
Select scopes
Zcopes define the access for personal tokens. Read more about Qéuth scopes

g repo Full contral of private repasitanes
repastatus Access comimit status
repa_deployment Arcess deployment status
public_repa Access public reposRories
repirmdte Arcess repasitany imataticns
security_ events Read and write security events

[] workfiow Upcate GitHub Actior workfows

Al e s
[] netifications Access notifications
[] user Upcate ALL user data
[[] reactuser Read ALL uzer profike data
5 useremall Access user emall sdoresses jrasd.oniy)
) user:hollow Faollcws and unfollow users
] delete_repo Delete repostaries
an?w? He:?wrw-n discygzions
e P aTiu f4™ G
[] reactopg_key Read puhlic user GPG keys
] admim:ssh_signing key Full cantral of public user S5H signing keys
[] write:ssh_signing_key WiTlbe public user SSH sigring keys
[ meactssh_signing_key Read public user 35H signing keys

4. Finally, copy the token for use in MA-ASM when establishing the integration.

This token is only available until you navigate away from this page.

Personal access tokens (classic) Generate new token = | | Revoke all

Takens you have generated that can be used to access the GitHub APL
Make sure to copy your personal access token now. You won't be able to see it again!

v ahp_ko S - (O Delete

Personal access tokens (classic) function like ordinary OAuth access tokens. They can be used instead of a password for Git over HTTFS,
ar can be used to authenticate to the AP over Basic Authentication.

Use GitHub Access Token for MA-ASM Integration
1. From the Projects and Settings menu in MA-ASM, select the appropriate Project then click Account Settings.

2. Click Integrations.
3. From Inbound Integrations, click Add New for Github.
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Github
GitHub  Integration provides greater visibility into Github entities, and it is ® Add New

no longer necessary to manually enter the same data as a seed.

4. Paste the Github Access Token value into the Github Access Token field and click Connect.

+ Dashboard Settings Integrations Github Integration

Inbound Integrations

Github Integration
Navigate to your Github account to generate an access token

Github Access Token

-]
==

5. Connect the integration to the appropriate Collection.
a. Click Collections and click * Collection Settings for the Collection that you want to connect the integration

to.

Dashboard Issues Entities Technologies Insights Collections

Select Collections %2 Settings
20 Sele
View all collections

O m Mandiant (Auto-Generated)
seee

Mandiant Read Only
o n seee

b. Select the Integrations tab.

Mandiant (Auto-Generated) #
112186 Entities, 73271 New @®: @14 (@ (@253 3llissues

WORKFLOY

Legacy
®& Configurations Q

®4 Issue Settings #

c. Select Connect Integration and Link the integration.

[l Credential Integration 1 + Link

The integration is immediately added to the Collection.
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Click m] to remove the integration from this Collection.

[ credential Integration 1

d. Click X to close the Connect Integration pane. Click Scan Collection to update your Collection with the

current settings and integrations. Otherwise, your newly configured integration is incorporated at your
regularly scheduled scan interval.

€ Collections Connect Integration

Authenticated cloud discovery & assessment

31 Entities, 32 New @1 @3 4lssues

Authenticated Cloud Discovery & Assessment  CoPY ©

®s Configurations

B credential Integration 1 (NS

I integration 1 |

B Credential Integration 1 (.

Keyword Seeds and the GitHub Integration
After integrating with GitHub, when a Seed is added (see Creating & Seeding Collections
(https://docs.mandiant.com/home/creating-seeding-collections)) and used, MA-ASM works in the following ways:

e GitHub Organization: MA-ASM locates the public users and creates GithubAccount Entities for them.
e GitHub Account: For each GithubAccount Entity, available repositories are created as GithubRepository Entities.

e GitHub Repository: MA-ASM uses Gitleaks (https://github.com/zricethezav/gitleaks) with a modified configuration file
to detect items such as: common API keys, tokens, private keys, suspicious file names, or file extensions.

An Example Use Case
This example illustrates a sample MA-ASM GitHub tracking workflow.

In this example, the user adds a Seed, a  GithubAccount : "intrigueio."”
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Intrigueio github ~
New export

Scan profile: Asset discovery and Risk Profiling (Standard)

21 Entities, 0 New

B Seeds R Notifications <> History h Issue Settings <> Cloud Credentials <> Groups & Members

Export Seed List @ Add Entity Or Seed

Created v

intrigueio Delete

Using that GithubAccount , MA-ASM finds 21 related Entities which include related repositories:

MANDIANTADVANTAGE Dashboards v

ATTACK SURFACE MANAGEMENT Admin Dashboard Issues Entities Technologies Intrigueio gith... v

Filters 21 Entities found

Type

ApiEndpoint V Active Entities v sorted by ¥ Firstseen TV Switch to table view 52 Export

AwsS3Bucket
GITHUB ACCOUNT LAST SEEN FIRST SEEN

10 HOURS AGO 4 DAYS AGO

prsfecord https://github.com/intrigueio

Domain I intrigueio github
EmailAddress 0 Issues °o @0 @0 @0 @0 + New Tag
GithubAccount
GITHUB REPOSITORY LAST SEEN FIRST SEEN

. . . . 10 HOURS AGO 4 DAYS AGO
https://github.com/intrigueio/chrome_remote
I Intrigueio github

GithubRepository
IpAddress

Nameserver
0 Issues o @0 @0 @0 O + New Tag

NetBlock

NetworkService GITHUB REPOSITORY LAST SEEN FIRST SEEN

ssiCertificate https://github.com/intrigueio/cloudflare 1oHOURSAGD  4DAISASE

I intrigueio github
UniqueKeyword

0 Issues o @0 @0 @0 @o + New Tag
UniqueToken

Uri
GITHUB REPOSITORY LAST SEEN FIRST SEEN

https://github.com/intrigueio/cve-2020-28653-poc 1OHOUISASE  pisase

I Intrigueio github

0 Issues o ®0o @0 @®o @o + New Tag

GITHUB REPOSITORY LAST SEEN FIRST SEEN

https://github.com/intrigueio/dnsgrep foriouisaso. 4phisase
I intrigueio github

0 Issues o ®0 @0 @0 @o + New Tag @

Selecting the first GithubAccount Entity from this list displays the following page of detailed information:
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MANDIANTADVANTAGE Dashboards v | g

ATTACK SURFACE MANAGEMENT Intrigueio gith... v a

« Entities https://github.com/intrigueio Associated Issues

GITHUB ACCOUNT LAST SEEN FIRST SEEN 0 Issues o @0 @°o @o @o
. . . . 10 HOURSAGO 4 DAYS AGO
https://github.com/intrigueio

n Intrigueio github
No Issues Found

+ New Tag

© Details <> Raw (JSON) (E)jisee/Nates

‘ () Copy Raw JSON ‘

"collection": "intrigueiogithub_ivzeb7m",
'209fc83e-68al-4b8a-b3a0-f10d9c@d56al",
"organizationUuid": "9d1786ec-9576-4ce8-ace@-6d1eb80db225",
"collectionType 'Intrigue::Collections::UserCollection",
"collectionNaics": null,
fb6df9f15b056e594ee7529e94b466325b049b079d58a2b28e4a237bc463222",
https://github.com/intrigueio",
"type": "Intrigue::Entity::GithubAccount",
"firstSeen": "2022-04-11T20:46:45Z",
"lastSeen": "2022-04-15T08:52:26Z", DISCOVERY TASKS
"scoped": true,
"hidden": false,
"fingerprint": [],
"ancestors": [,
"taskResults": [1,
"denyList": false,
"detailsFile": false,
"vulnCount": "0.0",
"aliasGroup": "7471350",
"uid":
"5fb6df9f15b056e594ee7529e94b466325b049b079d58a2b28e4a237bc463222",
"scopedReason" entity_scoping_rules",
"issueCount 0.0",
"details": {
"name": "https://github.com/intrigueio",
"exfilLookupIdentifier": "e6489c84a97effcc697c79b8ff40b065",
"whitelist": true

Discovery Context

SEEDS

t": true,
"dynamicId":
"Intrigue::Entity::GithubAccount#https://github.com/intrigueio",

When a keyword is used as a Seed, MA-ASM turns on the GitHub tracking workflow for this collection. Keywords can
contain phrases and are not required to be one word. This keyword finds related GitHub Repositories and if any have

leaked secrets, an Issue type of "Suspicious commit" is created.

Two limitations associated with this type of workflow include:

1. Choosing poor keywords or phrases can create an overload of irrelevant results.
2. The API rate limit can result in incomplete search results.

If any Issues are found relating to that keyword, they show up as a Suspicious Commit in Code Repository Issue:
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ssue Definitions Sortedby ¥ Release Date v

RELEASE DATE

Suspicious Commit in Code Repository T

o High Leak

echnology Definitions

everity

A suspicious commit was found in a public Github repository.

Critical
O High
O Medium

O Low

O Informational

In some instances, you could find 1000 GithubRepository Entities from a keyword, and they could all have no leaked

secrets. In this case, no Issues would be created but you would still have the Entities created.
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