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APPROVING FILES FOR USE IN THE FILE LIBRARY

Once a file has been uploaded to the File Library, if it was set to Restrict as Malicious, it will appear in the file list with the
red tag Restricted Malicious. If the file was set to Request None, the file appears with a purple tag Pending Approval.

File Approval Restrictions
Users who are permitted to approve files that have been uploaded to or edited in the File Library must have the Approve

File Library Restrictions flag enabled on their user account, as shown in the screenshot below . Users who do not have
this flag enabled can see the files they uploaded or edited but do not see the option to approve the file. If you do not have

approval permissions and you should, contact your platform admin.

@ NOTE: You cannot use an uploaded file if the Pending Approval flag is set.

User ID 1

Ermnail*
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Last name* Admin
Systemn Admin

B Approve Cloud Actions
B Approve Endpoint Actions
n Action Creation

# Approve File Library Restrictions

Update User

File Approval Permission

File Approval Process
TO APPROVE A FILE THAT IS PENDING APPROVAL

1. Goto Library > File Library.
2. Locate the file you want to approve. You can enter all or part of the string "pending_approval" in the search bar to

narrow your results.
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File pending approval
3. Click Approve File . next to the file you want to approve and you'll see the following:

Approve File Library

Select approval:
Q Approve as Safe

@ Able to be used on any Actor for any type of Action

@ Restrict as Malicious

0 The file will o d in Protected Theater Host C
1) and Email Th

® Reject and Delete File
@ Re om the Dir

Approve a file

4. Select an approval status for the file.
5. Click Submit.

TO EDIT A FILE BEFORE APPROVING

In some cases, if you are the approver, you may want to make changes to a file before sending for approval or before

approving its use. You can also use this procedure at any point in the lifecycle of a file in the File Library.

1. Go to Library > File Library.
2. Locate the file you want to approve.

3. Click Edit File ( # ) next to the file in the list and you'll see the Edit form as shown below:

MANDIANT PROPRIETARY AND CONFIDENTIAL, COPYRIGHT 2025.


http://docs.mandiant.com/#Sending

V Mandiant

Edit File 334

i S ~ Send Back to Pending Approval
File Restrictions Restrict as Malicious

Mot Restricted

"Send Back to Pending Approval® means that this file will be pl
back in the pending approval state and can't be used until it is
approved again

Filename shared.png

File Notes

File Info Type aPri
@ PCI

¥ Proprietary
Applicable 0S/Platform Windows

File Info

Type PNG image data, 1440 x 804, 8-b or RGBA, non-interlac
File Size 174 KB
MD5 Sum b5a9ech? de52144c827dbb7fe484

SHA1 sum 1b29e43ebedc2d99e026adf d2d1d02a73a2

Close Update

Sending an edited file back for approval

4. Select the appropriate File Restrictions option, if necessary.

NOTE: When editing a file that was previously approved, you see an additional File Restriction

choice of "Send Back to Pending Approval," which triggers another Pending Approval status on
the file.

5. Click Update.
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