V Mandiant

VIEWING BULK JOB RESULTS

When you run a bulk Action, Evaluation, or Sequence the Bulk Job Results page displays (see the screenshots below ). This
page displays the following information:

e Name of the bulk Action, Evaluation, or Sequence

Job info that provides general information about the Job, as well as a progress bar

® Security summary showing an aggregate of what has been prevented, detected, and alerted during this run

® Table showing the individual Jobs that ran.

From the table, you can click View g, to go to that individual Job's page. This table also displays the Job ID, status,

Source and Destination Actors, security technologies, and results for each individual Job.

You can filter results by entering text in one or more column header search field. You can sort by
clicking on the column header and you can resize columns, as needed.
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Job Info

Total Jobs Ran: 0 of 4

Submitted At: 2021-12-30 15:52:06 UTC

Status: In Progress Submitted By: Default Admin
Progress:

3 Source Actors 2 Destination Actors
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Group 1 demo-Ubuntu-16-20211206T152008598114-52 (9), Group 2
Microsoft-Windows-10-Enterprise-N-10-2021-12-06-269 (13), Group
3 protected-theater-win10-64-1638822301-pa (15)

< Running Group 1 demo-Ubuntu-16-20211206T151521761701-51 (6), Group 2
Microsoft-Windows-10-Enterprise-N-10-2021-12-06-269 (13), Group
3 protected-theater-win10-64-1638822301-pa (15)

Group 1 demo-Ubuntu-16-20211206T151106341493-62 (4), Group 2
Microsoft-Windows-10-Enterprise-10-2021-12-06-572 (12), Group 3
protected-theater-win10-64-1638822301-pa (15)

<+ Preparing Group 1 demo-Ubuntu-16-20211206T151106341493-62 (4), Group 2
Microsoft-Windows-10-Enterprise-10-2021-12-06-572 (12), Group 3
protected-theater-win10-64-1638822301-pa (15)

Analyze v Environment v Al

Blocked?

Group 1 demo-CentOs-
820211206T151522185507-63 (8), Group 2
System, Group 3 System

Group 1demo-CentOS-
8-20211206T151522185507-63 (8), Group 2
System, Group 3 System

Group 1 demo-CentOs-
820211206T151522185507-63 (8), Group 2
System, Group 3 System

Group 1demo-CentOS-
8-20211206T152007548800-56 (11), Group 2
System, Group 3 System

14 “1to4of 4rowsh W Rows PerPage: 50

@ Prevented

®  Detected

A\ Alerted

1 Detected?

EDA v

1

Report v Library v Jobs v Settings v User v

5 Not Prevented

5 Not Detected

5 Not Alerted

Alerted? 1

Prevented Technologies

Detected Technologies

Alerted Technologies

Security

Technologies

Bulk Action Results page - Sequences with Multiple Groups of Actions
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Job Info

Total Jobs Ran: 0 of 6

Submitted At: 2021-12-30 16:14:36 UTC

Status: In Progress Submitted By: Default Admin
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<% Waiting Group 1 demo-Cent0S-8-20211206T152007548800-56 (11),
Group 2 Microsoft-Windows-10-Enterprise-
N-10-2021-12-06-269 (13)

£ Waiting Group 1 demo-CentOS-7-20211206T202004639063-35 (10),
Group 2 Microsoft-Windows-10-Enterprise-
N-10-2021-12-06-269 (13)

% Waiting Group 1 demo-Cent0S-7-20211206T202004639063-35 (10),
Group 2 Microsoft-Windows-10-Enterprise-
N-10-2021-12-06-269 (13)

<% Preparing Group 1 demo-Cent0S-8-20211206T151522185507-63 (8),
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Bulk Action Results page - Evaluations with Multiple Groups of Actions

® To export the results, click Export CSV.

e Bulk Actions can be run again from the Bulk Job Result page by clicking Run Again.
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When you choose Run Again, it selects the same Actor Tags and parameters. The original Job is

not overwritten.
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For bulk endpoint Actions, the Bulk Action Result page is similar, but notice in , there is only one Actor column (the

endpoint Actor). You can also view the CLI log for each individual Job.
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Bulk Action Result page - Endpoint Action

When you click View for an individual Job that ran as part of the bulk Action, the standard Job Results page displays for
that Job.

Bulk Job Export Fields

Field Title Description Field Format

Job ID ID of the Job that was run Integer

Status Status of Job that was run String

Source Actor Indicates source Actor (IP address of source Actor) String

Destination Actor Indicates destination Actor (IP address of destination Actor)  String

Endpoint Actor Indicates Actor for the endpoint String

Blocked Indicates whether Action was blocked Boolean (True/False)
Detected Indicates whether Action was detected Boolean (True/False)
Alerted Indicates whether an Alert was created Boolean (True/False)
Security Technologies  Indicates whether if Security Technologies are present String
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