V Mandiant

ACTORS PAGE IN THE DIRECTOR

The Actors page is where you can:

® (Create Bulk Registration Tokens to use when installing and registering Actors
® Register new Actors

® View a list of all Actors

® Manage Actors

BULK REGISTRATION TOKENS @ | Add Bulk Registration Token

Security
Name Zone Code Max Uses © Current Uses Expiration Date Status Actions

HQ-Actorl  HQ:Execs 2 1 2020-11-11 Active Installer &

NETWORK ACTORS Add Network Actors.
Name Description Management IP Test IP Security Zone. os Uptime Last Comms Actions

DC:East:DMZ Cent0S

ENDPOINT ACTORS Add Endpoint Actors

Name Description Management IP Test IP Security Zone. Uptime Last Comms Actions

hg-actor1-1-172.16.227.135 Windows

Actors page

The configurations you can manage from this page vary depending on the type of Actor. For a full list, see Editing an

Actor (https://docs.mandiant.com/home/msv-editing-an-actor). At a high-level, you can:

e Edit and delete details
e Add tags

@ NOTE: To run bulk Actions, you must set at least one User Tag on the Actor.

® Manage credentials

® Reattach Actor definition node. For more information, see Reattaching an Actor
(https://docs.mandiant.com/home/reattaching-an-actor).

® Reboot the Actor and restart the Actor's services. For more information, see Restarting and Rebooting Actors
(https://docs.mandiant.com/home/restarting-and-rebooting-actors).

® Update interfaces and routing
e Refresh the Actor information after you made changes from the command line.

@ NOTE: You cannot delete the default gateway route from the management interface on an Actor.
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IMPORTANT: For Actors installed using installable software, you must configure a time service on your
operating system, and then set the Actor to Use System Time.

LAST COMMS: 1 MINUTE Restart Services |Refresh Actor Info 'Reboot

Name¥

Description

Version

User Tags ©

All Traffic IPX

Alternate Hostname

Security zone

Comm mode*

Proxy Through Actor

Location¥

Pull Interval (seconds)

Service Startup Timeout (seconds)
Dns server

0S Language

Suppress OS Sleep

Update Actor

Edit Actor form

INTERFACES Disable Auto Interface.

Name 1P Address Netmask Gateway Actions

Eth

Ethern

ROUTING

Destination Gateway Genmask Interface Metric

ENDPOINT PRODUCTS

Logo Vendor  Product Version Product Type Name. Description Action

B Microsoft Defender ATP s

CAN TALK TO ACTORS Update info

Actor Communication Direction

SUPPORTED CAPABILITIES Update Info

Capabllity
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Edit Actor form part 2

For information on adding Actors, including adding Actors using bulk registration tokens, refer to Registering the Actor

using Bulk Registration Tokens (https://docs.mandiant.com/home/registering-the-actor-using-bulk-registration-tokens).
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