Q/' Mandiant

EMAIL SETTINGS FOR COMMON EMAIL PROVIDERS

If you are setting up email or Email Theater with Security Validation, you may be connecting to one of many email
providers. This article provides information around common settings and how to work with those email providers related

to the Security Validation platform.

e |f two-factor authentication is enabled for your email, you need to obtain an application-specific password that
allows the Director and your email provider to communicate. This section provides some guidance in setting up
accounts on these popular email providers to work with the Director.

® |tisimportant to understand that the account password used for the Director to send and receive email from your
email provider is not necessarily the same as the credentials you use to log in to the account to access email.

This topic is not intended to replace any documentation or guidance from your email provider. Rather,
it is intended to guide you toward the more common configurations.

Email Settings for Office 365 with Graph API
Before you set up the Email Theater for Microsoft Office 365, you must first prepare the environment for use by the Email

Theater.
Allow list requirements for Office 365 with Graph API
The following domains must be added to the allow list from the Actor. This ensures the Actor can communicate with the

cloud email service through the API.

®  https://login.microsoftonline.com/*

®  https://graph.microsoft.com/*
For Office 365 in government tenants, use the following domains:

® |ogin.microsoftonline.us/*
® graph.microsoft.us/*

®  dod-graph.microsoft.us/*

Configure email settings for Office 365 with Graph API
1. Login to Azure (https://portal.azure.com/#home).
2. Open the Azure Active Directory. Make a note of the Tenant ID in Tenant Information.
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w | Overview

Azure Active Directory

%@ sSwitch tenant [8] Delete tenant =t Create a tenant

% Tenant information

Tenant ID

3. In the search bar at the top of the portal window, search for "app registration" and open the App Registrations
page.
4. Create a new registration by entering or selecting the following information:
o Name: Enter a name for the application.
o Single Tenant: Select this option.
o Redirect URL: Set the redirect URL (for example, http://localhost/auth).
o Register: Select this option and make a note of the Application (client) ID.
@ Mandiant Security Validation Email Theater =

P Search (Ctrl+/) | « [ Delete & Endpoints

;.' Integration assistant (preview) -
o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =3

Manage .
# Essentials

= Branding Display name

S 1 Vali, 1
3 Authentication Mandiant Security Validation Email Theater

- Application (client) ID
Certificates & secrets cdbff74a-7408-40fc-b4e1-15d76505bT4b

HY Token configuration
-2 AP| permissions

@b Expose an API

5. From the left pane of the application registration page, select Certificates & Secrets.
6. Create a new client secret.

Be sure to make a note of the client secret, as you need it later and it does not display in its
entirety again.

7. Select APl permissions and then Add a permission.
8. Select Microsoft APIs and then choose Microsoft Graph.
9. Select Application permissions.
10. In the Select permissions search bar, enter "mail" and check the following check boxes:
o Mail.ReadWrite (Write is needed for large attachment support.)
o Mail.Send
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An administrator must grant consent for the selected permissions to become effective. Once consent
has been granted and you have recorded the values of the Tenant/Application/Secret IDs, the

application is technically ready for use.
Be aware that anyone who knows the Client Secret and knowledge of the Tenant and Application

(client) IDs can read email for any account in the tenant, as well as send email as any account in the
tenant. Therefore, you should create dedicated accounts/mailboxes for use with Email Theater.

11. Create a distribution group containing the email accounts created earlier by running a PowerShell cmdlet command,
for example:

New-DistributionGroup -Name <"name of distribution group"> -Type "Security" -Members <"add email account
s added earlier">

After you have created one or more accounts in the tenant, which are licensed for email, you should restrict the

application to those email accounts.

You can create an application access policy to limit application access to a specific group of mailboxes using the New-
ApplicationAccessPolicy PowerShell cdlet. Executing this policy restricts the Email Theater application to only those

accounts that are members of specific distribution groups.

This process is specific only to Exchange Online resources and does not apply to other Microsoft Graph
workloads.

To Restrict an Application to a Specific Group
1. Connect to Exchange Online PowerShell.

Connect-ExchangeOnline

2. In the Azure app registration portal
(https://portal.azure.com/#blade/Microsoft AAD_RegisteredApps/ApplicationsListBlade), identify the Application (client) ID
of the application, for which you want to limit access.

3. Create a new mail-enabled security group, or use an existing one, and identify the email address for the group.
The following is an example of creating a new mail-enabled security group:

New-DistributionGroup -Name <"MSV Test Group Name"> -Type "Security" -Members <"test-group@example.c
om">

This example is the output from creating the security group:

Name DisplayName GroupType PrimarySmtpAddress

MSV Test Group MSV Test Group Universal, SecurityEnabled test-group@example.com

4. Create an application access policy by running the following command. Add the arguments for AppID,
PolicyScopeGrouplD, and Description that match the information for the distribution group you created.

New-ApplicationAccessPolicy -AppID <add AppID> -PolicyScopeGroupID <add PolicyScopeGrouplD> -AccessRig
ht RestrictAccess -Description <"Restrict this app to members of distribution group X.">

The following is an example of the output from this command, using MSV Test Group as the group ID:
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ScopeName : MSV Test Group
Scopeldentity : MSV Test Group
Identity : IDENTITY VALUE
Appld : "AppID"

ScopeldentityRaw : SCOPE _IDENTITY VALUE

Description : Restrict this app to members of distribution group MSV Test Group.
AccessRight  : RestrictAccess

ShardType T All

5. Run the following command to test the new application access policy. Add the arguments for Identity and ApplD.

Test-ApplicationAccessPolicy -ldentity <add Identity> -ApplD <add AppID>

The following is an example of the output from this command:

Appld : "AppID"

Mailbox : MAILBOX VALUE
MailboxId 1 MAILBOX_ID_VALUE
MailboxSid : MAILBOX S ID VALUE

AccessCheckResult : Granted

Changes to application access policies can take up to 30 minutes to take effect in Microsoft Graph REST
API calls.

Email Settings for Office 365 with IMAP/POP
An admin must enable IMAP/POP3 and generate an application-specific password in the Microsoft 365 account used by
the Director. See the Microsoft documentation (https://docs.microsoft.com/en-us/exchange/troubleshoot/configure-

mailboxes/pop3-imap-owa-activesync-office-365) for information about enabling IMAP/POP3.

The following procedure is only valid for versions of Microsoft Office 2010 or older. Two-factor

@ authentication is not supported for Microsoft accounts using versions of Office 2010 or older. To
configure settings for an Office 365 account with Office 2013 or newer, see Configuring Email Settings
for Outlook.

Use the following procedure to generate an application-specific password for use when setting up an Office 365 account
for use by the Director.

. Log in to the Outlook 365 account that will be used for Email and Email Actions settings in the Director.
. Choose Settings > Office 365.
. Choose Security & Privacy > Additional security verification .

AW N o

. Generate an application-specific password.
a. Atthe top of the page, click App Passwords.
b. Choose create to generate an app password.
c. Provide a nickname for the app password (such as Director), and click Next.
d. Click copy password to clipboard.

5. Configure the Validation Platform Email Settings (https://docs.mandiant.com/home/email-settings) with the account
name and the application-specific password.
See Microsoft's Using app passwords with apps that don't support two-step verification
(https://support.microsoft.com/en-us/account-billing/using-app-passwords-with-apps-that-don-t-support-two-step-
verification-5896ed9b-4263-e681-128a-a6f2979a7944) for additional info.
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Configure Email Settings for Gmail

As of May 30, 2022, Google no longer supports the use of third-party apps or devices which ask you to

sign into your Google Account using only your username and password. As a result, the procedure
below will only work for Gmail accounts created prior to May 30, 2022. For more information,

see Google Account Help (https://support.google.com/accounts/answer/6010255?hl=en&utm_source=google-

account&utm_medium=profile-less-secure-apps-card).

Use the following procedure to generate an application-specific password for use when setting up a Gmail account for use
by the Director.

Log in to the Gmail account that will be used for Email and Email Actions settings in the Director.
Navigate to §§ > Settings.

Select Forwarding and POP/IMAP.

Click Enable IMAP in the IMAP access section.

General Labels Inbox Accounts Filters and Blocked Addresses Forwarding and POP/IMAP Add-ons Chat Advanced Offline Themes

M w N

Forwarding: Add a forwarding address
Learn more

Tip: You can also forward only some of your mail by creating a filter!
POP download: 1. Status: POP is disabled
Learn more Enable POP for all mail
Enable POP for mail that arrives from now on

2. When messages are accessed with POP =l

3. Configure your email client (e.g. Outlook, Eudora, Netscape Mail)
Configuration instructions

IMAP access: Status: IMAP is disabled
r (access Verodin Mail from other clients using IMAP, & Enable IMAP
Learn more Disable TMAP

When | mark a message in IMAP as deleted:
© Auto-Expunge on - Immediately update the server. (default)
Auto-Expunge off - Wait for the client to update the server.

When a message is marked as deleted and expunged from the last visible IMAP folder:
« Archive the message (default)
Move the message to the Trash
Immediately delete the message forever

Folder size limits
© Do not limit the number of messages in an IMAP folder (default)
Limit IMAP folders to contain no more than this many messages 1,000

Confiaure vour email client (e.g. Outlook, Thunderbird, iPhone)
Configuration instructions

Save Changes Cancel

Gmail Forwarding and POP/IMAP settings

5. Click the Configuration Instructions link to see Gmail's recommended settings.

Review and make a note of the server and port settings required for Gmail. You will use these server addresses and
ports when configuring Email Settings, Email Action Settings, and Email Actions.

7. Generate an application-specific password.
a. Go to the Accounts tab in your Gmail settings.
b. Click the Security menu option.
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Google Account Q  search Google Account

@ Home Security

[(3 rersonalinfo Settings and recommendations to help you keep your account secure
C® Data & personalization
Security issues found
@ security
Protect your account now by resolving these issues
2, People & sharing *

B3 Payments & subscriptions

Secure account

@ Help

[3  send feedback
Signing in to Google

Password Last changed Mar 15 >

2-Step Verification @ on >

App passwords None. > |

Ways we can verify it's you
These can be used to make sure it's really you signing in or to reach you
if there's suspicious activity in your account

Configure Gmail Security Settings

c. Verify your account credentials when prompted.
d. Inthe Select app dropdown, select Custom.

e. Provide a nickname for this application (such as Security Validation Director).

< App passwords

App passwords let you sign in to your Google Account from apps on devices that don't support 2-Step
Verification. You'll only need to enter it once so you don't need to remember it. Learn more

You don't have any app passwords.

Select the app and device you want to generate the app password for.

Verodin Director X

GENERATE

Generate an application-specific password
f. Click Generate.
g. Copy the generated password. You will only need it for initial configuration of Director Email Settings.

8. Configure the Validation Platform Email Settings (https://docs.mandiant.com/home/email-settings) with the account
name and the application-specific password.

Configure Email Settings for Gmail API
There are 3 steps required to establish a connection between MSV and Gmail API:
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1.
2.
3.

Establish Client ID and Client Secret
Grant Client ID Access to all Google Services
Configure Email Settings in MSV

Allow list requirements for Gmail API

The following domains must be added to the allow list from the Actor. This ensures the Actor can communicate with the

cloud email service via the API.

https://accounts.google.com/o/oauth2
https://www.googleapis.com/oauth2
https://oauth2.googleapis.com/token
https://*.googleapis.com

Establish Client ID and Client Secret
Use the following steps to generate a Client ID and Client Secret for use when setting up a Gmail APl account for use by

the Director.

@ NOTE: You must be an administrator in Google Workspace to complete these steps.

. Login to your Google Cloud console and create a new Project dedicated to MSV Gmail APl access. Each project

supports only one application.

2. Within that Project, go to APIs & Services > Enabled APIs & services .
3. Click + ENABLE APPS AND SERVICES, search for Gmail APl in the API Library, select it, and ENABLE.

Google Cloud

So I test project v

| & search Products, resources, docs (/)

=+ ENABLE APIS AND SERVICES

APL APIs & Services APIs & Services

«»  Enabled APIs & services

Thour Ghours 12hours « 1day 2days 4days 7days T14days 30days

o Library

o Credentials Traffic H Errors H Median latency
i OAuth consent screen
Domain verification 06is ) 15

Ss  Pageusage agreements o 10

12PN 6PM Frizs 6AM 12PM 6PM Fii 26 6AM 12PM 6PM Fii 26 6AM

= Filter  Filter o
Name ¥ Requests Errors (%) Latency, median (ms) Latency, 95% (ms)

Gmail AP an n 54 21

BigQuery API

BigQuery Migration API

BigQuery Storage AP

Cloud Datastore API

Cloud Debugger API

Cloud Logging API
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= GoogleCloud &

API API Library Q

APILibrary » “gmail api®

= Filter  Type to filter "gmail api"
Category ~
2 results
Google Enterprise APIs m
Gmail API
Email m
Google Enterprise APl @
Google Workspace m The Gmail API lets you view and manage Gmail mailbox data like threads, messages, and labels.
Other )
Gmail Postmaster Tools API
ev®
L] I ] Google

The Gmail Postmaster API is a RESTful API that provides programmatic access to email traffic metrics (like spam reports, delivery errors etc)
otherwise available through the Gmail Postmaster Tools Ul currently.

= Gcogle Cloud o new test v

&«

Gmail API

Gooagle Enterprise AP

Flexible, RESTful access to the user's inbox

ENABLE TRy THIS API [

o enable t

OVERVIEW DOCUMENTATION SUPPORT
Overview
The Gmail API lets you view and manage Gmail mailbox data like threads, Additional details

messages, and labels.
Type: SaaS & APls

Last updated: 7/21/22
Category: Email, Google Workspace, Google Enterprise APls

Service name: gmail.googleapis.com

4. Go to APIs & Services > OAuth consent screen . This is configuration for the enabled app.
5. Select Internal User Type.
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GOOQ'E Cloud 2 newtest Q  Search

API APIs & Services

<»  Enabled APIs & services
i Library

O Credentials

¥ OAuth consent screen
Domain verification

S Page usage agreements

OAuth consent screen

Choose how you want to configure and register your app, including your
target users. You can only associate one app with your project.

User Type

@® Internal @

Only available to users within your organization. You will not need to
submit your app for verification. Learn more about user type

O External @

Available to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add to the list of test
users. Once your app is ready to push to production, you may need to
verify your app. Learn more about user type

CREATE

Let us know what you think about our OAuth experience

6. On the Edit app registration page, populate the following fields, then click SAVE AND CONTINUE:

a. App name

b. User support email - This should be the person responsible for MSV in the organization

c. Developer contact information: Email addresses - This should also be the person responsible for MSV in

the organization
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Google Cloud

API APIs & Services

<% Enabled APIs & services
o Library

o« Credentials

OAuth consent screen

Domain verification

Page usage agreements

7. On the Scopes page, select Gmail APl and click Update.

Q Ssearch

Edit app registration

@ OAuthconsentscreen — @ Scopes — € Summary

App information

“This shows in the consent screen, and helps end users know who you are and contact
you

{ App naime * ]

Mandiant Security Validation - Gmail APl access

‘The name of the app asking for consent

For users to contact you with questions about their consent

Applogo BROWSE ]

Upload an image, not larger than TMB on the consent screen that will help users recognize
your app. Allowied image formats are JPG, PNG, and BMP. Logos should be square and
120px by 120px for the best resuts

App domain

To protect you and your users, Google only allows apps using OAuth to use Authorized
Domains. The following information will be shown to your users on the consent screen.

Provide users alink to your home page

[ Application privacy policy link ]

Provide users a link to your public privacy policy

[ Application terms of service link ]

Provide users alink to your public terms of service

Authorized domains @
When a domain is used on the consent screen or in an OAUth client's configuration, it must be

pre-registered here. If your app needs to go through verification, please go to the Google Search
Console to check if your domains are authorized. Learm more about the authorized domain imit

-+ ADD DOMAIN

Developer contact information

Email addresses *

These email addresses are for Google ta notify you about any changes to your project
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Learn
How is this info presented to users?
This is the consent screen that users see

G sign in with Google

[Display Name] wants access
to your Google Account

eSalect ‘what [Display Name] can access

[m]

©,

Make sure you trust [Display Name]

Cancel Allow

1. The logo and name of your app
Alogo is recommended, but it is not required

2. The email address that users can use to contact
you and a list of scopes
Scopes are your app's specific requests for
access to a user's Google Account and what
data will be shared.
You will add scopes in the next step.

3. The links to your app's Privacy Policy and Terms.

of Service
This section also includes:
- Asentence that describes how a user can
manage access to their Google Account
+ Alink to a Google article that describes
how Google helps users share their data
safely

This will show up under Your restricted scopes.

M
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X Update selected scopes

Only scopes for enabled APIs arelisted below. To add a missing scope to this screen, find and enable the
APl in the Google AP Library or use the text box below. Refresh the page to see any new
APIs you enable from the Library.

Filter Enter property name or value X @
B a1 Scope User-facing description

Gmail hitps:/mail.google.com/ Read, compose, send, and permanently delete all your
email from Gmail

‘gmailm . cornp:
AP aceount

O ocmail Jauth/gmail.compose Manage drafts and send emails
API

a Gmail dd it and send il you interact with
API action.compose the add-on

O cmail Jauth/gmail addons. current View your email messages when you interact with the
AP message action add-on

O cmal /auth/gmail readonly View your email messages and settings
AP

O  omail Jauth/gmail metadata View your email message metadata such as labels and
APl headers, but not the email body

O ocmail Jauth/gmail.insert Add emails into your Gmail mailbox
API

O omail Jauth/gmail.addons. current View your email message metadata when the add-on is
API message.metadata running

O cmail Jauth/gmail addons. current View your email messages when the add-on is running
AP message readonly

Rowsperpage; 10~ 100014 < >

Manually add scopes

If the scopes you would like to add do not appear in the table above, you can enter them here. Each scope should be on a
new line or separated by commas. Please provide the full scope string (beginning with "https://"). When you are finished,
click *Add to table".

ADD TO TABLE




Q/' Mandiant

Google Cloud  $» newtest v Q  Search
APT APIs & Services Edit app registration
«f»  Enabled APIs & services @& OAuthconsentscreen — @) Scopes — €) Summary

it Library

Scopes express the permissions you request users to authorize for your
app and allow your project to access specific types of private user data
from their Google Account. Learn more

O~ Credentials

B OAwuth consent screen

Domain verification ADD OR REMOVE SCOPES

s Page usage agreements

Your non-sensitive scopes

AP Scope User-facing description

No rows to display

& Your sensitive scopes

Sensitive scopes are scopes that request access to private user data.

AP Scope User-facing description

No rows to display

a8 Your restricted scopes

Restricted scopes are scopes that request access to highly sensitive user data.

Gmail scopes

APl Scope User-facing description
Gmail https:/mail Read, compose, send, and ]
AP .google.com/ permanently delete all your email

from Gmail

SAVE AND CONTINUE CANCEL

8. Goto APIs & Services > Credentials.
9. Click + CREATE CREDENTIALS and select OAuth client ID.
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Google Cloud  $» newtest v Q search gmail api
API APIs & Services Credentials + CREATE CREDENTIALS W DELETE
API key
- .
% Enabled APls & services Create credentialsto ap  |dentifies your project using a simple API key to check quota and access
i Library OAuth client ID
API KeYS Requests user consent so your app can access the user's data

O~ Credentials

O Mame Service account
Enables server-to-server, app-level authentication using robot accounts
(¥ OAuth consent screen No API keys to displp
Domain verification Help me choose

OAuth 2.0 Client|l Asksafew questions to help you decide which type of credential to use
Sa Page usage agreements

O MName Treation date

Mo OAuth clients to display

Service Accounts

O Email Name

Mo service accounts to display

10. For Application type, select Web application and enter Name.

G’OOQ'E Cloud 8 newtest + Q, Search
API APIs & Services & Create OAuth client ID
- o
“+  Enabled APIs & services A client ID is used to identify a single app to Google's DAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
m .
n Library information. Learn more about OAuth client types.
ox  Credentials [Appiicaii on type *
Web application J
v OAuth consent screen PP
Android
Domain verification
Chrome app
Sx Page usage agreements i0s

TVs and Limited Input devices
Desktop app

Universal Windows Flatform (UWFP)

11. Enter the MSV Director address under Authorized redirect URIs and click Create.
This is the Gmail API redirect URL when adding a Gmail APl email profile to MSV. For more

information about adding email profiles, see Managing Email Settings
(https://docs.mandiant.com/home/msv-email-settings).
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Add Email Profile

Server Type*

Email Address*
Select Security Zone*

Select Actor(s)*

Client ID*

Client Secret*
1
Gmail API redirect URL

Profile Configuration

Gmail API

M Send verification email manually

All zones

actor_4.9.0.0-40
actor_4.9.0.0-40_2

https:// B . com/settings/email_profiles/oauth2_callback
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Google Cloud

API APIs & Services

«»  Enabled APIs & services
i Library

O~ Credentials

iy OAuth consent screen
Domain verification

So Page usage agreements

e new test w Q, Search

& Create OAuth client ID

A client ID is used to identify a single app to Google’s OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
information. Learn more about OAuth client types.

Application type *
[ Web application -

Mame *

[ MSV Gmail Access

The name of your 0Auth 2.0 client. This name is anly used to identify the client in the
console and will not be shown to end users.

The domains of the URIs you add below will be automatically added to
your OAuth consent screen as authorized domains.

Authorized JavaScript origins @

For use with requests from a browser

<+ ADD URI

Authorized redirect URIs @

For use with requests from a web server

URIs1#
[ https://your-director-domain.com/settings/email_profiles/oauth2_callback

<+ ADD URI

Note: It may take 5 minutes to a few hours for settings to take effect

CREATE CANCEL

12. Retain the resulting Client ID and Client Secret for use in the steps below.
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OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &

Services

QAuth access is restricted to users within your organization
unless the OAuth consent screen is published and verified

[ Your Client ID

575183851334-pf931213pnvs38gooiobing®bilijmg3n.apps.gc IO |

Your Client Secret
cl

¥ DOWNLOAD JSON

Grant Client ID Access To All Google Services

@ You must be a superadmin to complete these steps.

1. Log in to the Google Admin console and navigate to Security > Access and data control > API controls.

Google Admin

a0 Dashboard Security > API Controls

» & Directory

» [T Devices App access control
v i Apps API controls Manage app access to your jices. Ensure that i ly to apps that your trusts. Learn more
- @ secuy Overview 0 ed Google servi
Use these controls to enable or restrict access to restricted Google services
Overview Google Workspace APIs for customer-owned and third- 16 unrestricted Google services 33 accessed apps
party applications and service accounts. Reduce the
Alert center tisk associated with third-party access to Google MANAGE GOOGLE SERVICES MANAGE THIRD-PARTY APP ACCESS
Workspace APIs by limiting access to only trusted
» Authentication apps.
~ Access and data control
Settings ‘Show this message if a user tries to se an app that can't access restricted Google services

Client:side encryption

Data classification (300 characters limit)

Data protection
[J Blockall third-party APl access
Google Session control

Requests by third-party apps are denied access to Google Workspace data and end user data. This setting blocks all OAuth

Google Cloud session scopes, including sign-in scopes. Learn more

control
Less secure apps. Trust interal, domain-owned apps
Internal, domain-owned apps will be exempt from accessing OAuth scopes that are restricted or blocked.

» 1l Reporting

» B siling ::‘ps you trust on the Google Workspace Marketplace, Android, or i0S allowist trusted on your A trol
» @ Account
@ Rules CANCEL SAVE
& Storage

Domain wide delegation

(D) send feedback Developers can register their web applications and other API clients with Google to enable access to data in Google services like Gmail. You can authorize these registered clients
end feedbac to access your user data without your users having to individually give consent or their passwords. Learn more

©2022 6oogle Inc. MANAGE DOMAIN WIDE DELEGATION

Terms of service - Billing terms -

Privacy Policy

2. Click MANAGE THIRD-PARTY APP ACCESS.
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App access control

Manage app access to your Google services. Ensure that users can give access only to apps that your organisation trusts. Learn more

Overview 0 restricted Google services
16 unrestricted Google services 33 accessed apps
MANAGE GOOGLE SERVICES MANAGE THIRD-PARTY APP ACCESS

3. Under Configured apps, click Add app and select OAuth App Name Or Client ID.

Configured apps Addapp ~ Download list
+ Add a filter OAuth App Name Or Client ID
Android !
D App name
108

4. Search for the Client ID created above and Select.

° Enter OAuth app by name or client ID, and then click Search. After selecting an app, you can set the app access to trusted or blocked.

Search for 0Auth app name or client ID

439428965022-858f8BmemabgilDic3tmghk4b7oool6u7.apps.googleusercontent.com

SEARCH

App name

&5 MSV GMail APl Access

5. Select Trusted: Can access all Google services and click Configure.

g6 MSV GMail API Access

App access
The following access type will be applied to a client ID

(® Trusted: Can access all Google services

O Blocked: Can't access any Google service

BACK

MANDIANT PROPRIETARY AND CONFIDENTIAL, COPYRIGHT 2025.
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Configure Gmail APl Email Settings In MSV
e Configure the Validation Platform Email Settings (https://docs.mandiant.com/home/msv-email-settings) with the Client
ID and Client Secret generated above.

® When prompted by Google, Allow access by MSV.

MSV GMail API Access wants to
access your Google Account

o testi@ .com

This will allow MSV GMail APl Access to:

M| Read, compose, send, and permanently delete all @
your email from Gmail

Make sure you trust MSV GMail APl Access

You may be sharing sensitive info with this site or app. You
can always see or remove access in your Google Account.

Learn how Google helps you share data safely.

See MSV GMail API Access's Privacy Policy and Terms of
Service.

Cancel Allow

Configure Email Settings for Outlook

@ This procedure is for Office 365 clients using Office 2013 or newer.

See How to Create App Passwords for Outlook.com (https://www.lifewire.com/app-specific-passwords-outlook-1170665).

Configure Email Settings for iCloud
See How to generate app-specific passwords with iCloud on iPhone, iPad, and Mac (https://www.imore.com/how-

generate-app-specific-passwords-iphone-ipad-mac).

MANDIANT PROPRIETARY AND CONFIDENTIAL, COPYRIGHT 2025.
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