V Mandiant

CREATING EMAIL RULES

Email Rules specify how the email account defined in the email profile should handle incoming email from Actions. They
tailor Security Validation's ability to identify blocking or detection outcomes based on customer defenses.

TO ADD A NEW EMAIL ACTION RULE

Go to Settings > Director Settings. The Systems Settings page opens.
Select Email Actions.

Click Add Email Action Rule.

Specify the Rule Type: Blocked or Error.

Specify the Search Area: Subject or Body.

Specify Regex Matching for the email.
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Add Email Rule

Rule Type* Blocked

Search Area* Subject

Regex Matching* *Blocked Regex*

Example - To match all subjects that start with
"Blocked " and end with " by
YourSecurityAppliance”, enter a regex of:
Blocked .* by YourSecurityAppliance

Submit

Add Email Rule

7. Click Submit to save the Email Rule.
The Email Rule will be saved and applied to all Actions involving email.

Email Action Rule Added
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