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RUN CLOUD ACTIONS

Running Cloud Actions is very similar to running other Actions, but we wanted to provide some helpful tips that are

specific to Cloud Actions. For full details, see Running Actions (https://docs.mandiant.com/home/msv-running-actions).

For the installer-based Linux Actor on RHEL7 only: the following repositories must be enabled prior to
installing the Actor (or for upgrades, prior to upgrading) for the Actor in question to be able to run
Cloud Actions:

® subscription-manager repos --enable=rhel-7-server-roms
@ ® subscription-manager repos --enable=rhel-7-server-extras-roms

®  subscription-manager repos --enable=rhel-7-server-optional-rpms

If these repositories are not installed, the Actor cannot support Cloud Actions and the Director won't let
you select the Actor when attempting to run a Cloud Action.

Run Action

@ Cloud Actions cannot be run as a Bulk Action.

When running the Action:

® The Actor's Location information (Local or Cloud) does not impact which Actors can be used when running Cloud
Actions.

e |f the Action includes Inputs, the runtime parameters are automatically expanded to display the inputs, allowing you
to modify them.

® The Cloud Profiles are listed in the drop downs.
e [f there are no Inputs and no Cloud Profiles, you do not see those options.
e FEach input for the Action is displayed as a label/text field with default values pre-filled.

® You can select Cloud Profiles from a drop-down list for each of the steps of the Action (for example, setup, the
Action's main step, and cleanup).

e When you switch from Actors to Tags view, a single Actor Tags field displays.
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Select Actors
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Group 1 (1 Action)

Src: vna-desktop (10.13.14.193) Cloud Profile: Training env only

v 4P A200-048: Jennifer's Test Cloud Validation Action

RUNTIME PARAMETERS
Extra Sleep: 0

CLOUD ACTION INPUTS

Name
test-input

input-2

NOTES

ATTACHMENTS (0)

CLOUD LOG OUTPUT
DESCRIPTION

SCRIPT

CLOUD ACTION OUTPUTS

DIMENSIONS

A Hide Actions (1)

Sample Cloud Job Details

When viewing the Job Details:

e |f a Cloud Profile was used, it is displayed at the Action level; if a Cloud Action has multiple scripts, there are
multiple Cloud Profiles displayed for the Action.

e [fthere are inputs, they are displayed at the Action level in the runtime parameters section.

® There is a Cloud Log Output section.

® The Action script can be viewed in the Script Section.

® There is a Cloud Action Output section.

® Errors that are expected from Job results, such as when an Action is blocked with an exception like
"UnauthorizedOperation", are captured on the Job Results page.
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Job Action Error Description

Error Encountered
Job Action: Action "A200-001" has errored

NoCredentialsError: Expected a cloud profile but none was given

Destination Actor: ": "debug,

Advanced Info
Action Type: Cloud

Began At: 2021-10-18 18:00:25 UTC

Ended At: 2021-10-18 18:00:28 UTC

Destination Actor Version: 4.7.0.0-9
Source Actor Version: 4.7.0.0-9

Ports Used: None

Job Action error description

® You can view the Job Action error description by clicking the Errored box, as well as view the Cloud log output.
Src: Microsoft-Windows-10-Enterprise-10-2021-10-18-86 (10.225.1.116) Cloud Profile: rosie
Start: 2021-10-18 17:57:48 UTC End: 2021-10-18 17:57:51 UTC
Prevented: 0 Detected: 0 Alerted: 0 Missed: 1

A

v ¢ A200-001: Rosie-cloud Not Blocked 0 Events l:‘

RUNTIME PARAMETERS
Extra Sleep: 0

NOTES

ATTACHMENTS (0)

2]

CLOUD LOG OUTPUT

DEBUG:10/18/2021 10:57: hooks .py:416: Changing event name from creating-client-class.iot-data to creating-client-class.iot-data-plane
DEBUG:10/18/2021 10:57: hooks.py: : Changing event name from before-call.apigateway to before-call.api-gateway

DEBUG:10/18/2021 10:57:50 AM hooks.py: : Changing event name from request-created.machinelearning.Predict to request-created.machine-learning.Pred
DEBUG:10/18/2021 10:57:50 AM hooks.py: : Changing event name from before-parameter-build.autoscaling.CreateLaunchConfiguration to before-parameter|
DEBUG:10/18/2021 10:57:50 AM hooks.py: : Changing event name from before-parameter-build.route53 to before-parameter-build.route-53
DEBUG:10/18/2021 10:57:50 AM hooks.py: : Changing event name from request-created.cloudsearchdomain.Search to request-created.cloudsearch-domain.S|
DEBUG:10/18/2021 10:57:50 AM hooks.py: : Changing event name from docs.*.autoscaling.CreateLaunchConfiguration.complete-section to docs.*.auto-scq
DEBUG:10/18/2021 10:57:50 AM hooks.py: : Changing event name from before-parameter-build.logs.CreateExportTask to before-parameter-build.cloudwatc|
DEBUG:10/18/2021 10:57:50 AM hooks.py: : Changing event name from docs.*.logs.CreateExportTask.complete-section to docs.*.cloudwatch-logs.CreateEx|
DEBUG:10/18/2021 10:57:50 AM hooks.py: : Changing event name from before-parameter-build.cloudsearchdomain.Search to before-parameter-build.clouds
DEBUG:10/18/2021 10:57:50 AM hooks.py: : Changing event name from docs.*.cloudsearchdomain.Search.complete-section to docs.*.cloudsearch-domain.Se|
DEBUG:10/18/2021 10:57:50 AM utils.py:360: IMDS ENDPOINT: http://169.254.169.254/

DEBUG:10/18/2021 10:57:50 AM credentials.py:1968: Looking for credentials via: env

INF0:10/18/2021 10:57:50 AM credentials.py:1094: Found credentials in environment variables

DEBUG:10/18/2021 10:57:50 AM loaders.py:174: Loading JSON file: C:\WINDOWS\TEMP\_MEI56@2\botocore\data\endpoints

DEBUG:10/18/2021 10:57:50 AM hooks.py:210: Event choose-service-name: calling handler <function handle_service_name_alias at 0x000001651A5F3B80>
DEBUG:10/18/2021 10:57:50 AM loaders.py:174: Loading JSON file: C:\WINDOWS\TEMP\_MEI5602\botocore\data\s3\2006-03-01\service-2.json

Cloud Log Output

As an example, a test is written to see if a particular role can create a new user account. At

@ execution, the expected result is that this event is always detected, but whether or not it is
blocked is entirely dependent on what role is being tested; an SRE role gives different results
than a developer role or a manager role.

Common Issues
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These are some of the common issues that may cause you to get an error:

® Failure to build an image (for example, an invalid dockerfile)

® Failure to load an image (for example, corrupt vdockerimage.tar.gz attached)
® Failure to start the container (for example, the specified image doesn't exist)
® Script exceptions

® Script timeouts

® (leanup script exceptions

® (leanup script timeouts

® Any errors defined in  MSV_ACTION_ERRORS output
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