Q/' Mandiant

CREATING A .CSV OF ALL ACTIONS

You can create a .csv of all Actions in the platform. To do so, add the following to the platform's url:

/manage_sims/actions_export.csv

ex: https://<DirectorlP>/manage_sims/actions_export.csv

The csv includes the following fields:

e VID

® Name

® Description

® Action Type

® Validation Tags
® User Tags

® Run As Tags

® Source/Destination Tags
e OS/Platform Tags
e Control Tags

® Mitre Mitigation
e NIST Control

® Notes

® \ersion

® Metadata Version
® Require Endpoint
e HTTP?

® Hex?

® Attack Vector

e Attacker

® Location

® Behavior Type

e Covert

e (OS/Platform

e Stage of Attack
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