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BLOCK RULES SETTINGS

If a File Transfer Action receives an HTTP response with a response code (200, 403, 503, etc) but an unexpected response
body, the Job Action will by default display an error status. This situation occurs when a security technology blocks
something and a company's default landing page or blackhole page displays. To have the Job Action show as blocked
instead of the Job showing as errored, you create a regex-based block rule to match text from the landing/blackhole page.

TO CONFIGURE A BLOCK RULE

1. Identify the blocked landing page your company uses
If you / your network team can't easily provide the information, running A100-548 or A100-292 between two
network Actors will often result in the Unexpected HTTP Response icon 4 appearing on the Job, which you can
click on to review the landing page.
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View Unexpected HTTP Response for Job Action

An unexpected response was received and did not match a defined block rule. This may indicate an error (such as incorrect proxy credentials). If the response indicates
a block for your environment rather than an error (such as a redirect page from an active firewall block), please add a Block Rule to match this response. Block Rules are
configured under Settings.

Received Response Status Code: 403

Unexpected HTTP Response:

HTTP/1.1 483 Request blocked by Privoxy
Content-Length: 9238

Content-Type: text/html

Cache-Control: no-cache

Date: Mon, 23 Dec 2019 16:39:54 GMT
Last-Modified: Wed, 98 Jun 1955 12:00:00 GMT
Expires: Sat, 17 Jun 2000 12:00:00 GMT
Pragma: no-cache

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">
<html=>
<head>
<title>Request blocked (Privoxy@ip-10-18-10-6.ec2.internal)</title>
<meta http-equiv="Content-Style-Type" content="text/css">
=meta http-equiv="Content-Script-Type" content="text/javascript">

Job with Unexpected Response and a View of the Unexpected HTTP Response info
2. Go to Settings > Director Settings. The Systems Settings page opens. The process will be easier if you open this in
another tab.
3. Select Block Rules.
Complete the Block Rule, enter the status code and regex info.
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If a File Transfer, Web, Si or PCAP n E d HTTP response, j a E n error status. This situation ¢ rif there is
age or black hole page being used in the security stack. In order to have these ES", define a regex below that will match some
text from the HTTP r 0 Additional 0 ) to further ensure it mat ly your expected

HTTP Status Code(s)*

blocked

Block Page Regex*

request blocked by Privoxy

Sample Test Response

Test Regex Against Sample Response

Add Block Rule

Add Block Rule form

5. Click Add Block Rule.
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