V Mandiant

CREATING SEQUENCES OR EVALUATIONS FROM A FILE

There are two ways to create Sequences and Evaluations from files: starting with a file or starting with a template.

Both these processes create new Actions that are then added to the Action Queue to create your new
Sequence or Evaluation.

@ The Action Queue allows you to select a group of content from the library and then work with them to
build Sequences, Evaluations, or just run the group immediately without saving it. The Action Queue is
also used when you create a copy of an existing Sequence or Evaluation.

Create Sequences and Evaluations from a File
1. Go to Library > Files.
The File Library appears.
2. Locate the file you want to use in the Action, and click Apply Template, Jj.The Apply template form opens.

3. Select the template you want to use and click Submit. The Actions Queue opens to display the Actions that were
created.

Apply Template

Select template:

v DNS Tunnel-based Exfils (zip)
FTP-based Exfils (zip)
HTTP-based Exfils (zip)

ICMP Tunnel-based Exfils (zip) Close

Apply File Template

o New Actions are created.
o The Actions Queue opens to display these new Actions in the unassigned section.

4. (Optional) Click and drag any or all Actions from Unassigned to Current Actions, then select Run Ad Hoc [ .
This will allow you to run the group of Actions without creating an Evaluation or Sequence.

5. Click and drag any or all Actions from Unassigned to Current Actions, then select Save. This switches the view and
brings up the Create Test view/form.
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< Back to Library || + Action to Queue || Add Sleep Action ~'

ACTION QUEUE

Protected Theater Actions

When Protected Theater Actions are part of a group, the Protected Endpoint will not be rolled back until either the last Action of that group runs, the remaining Actions in that
group error or the job is canceled before the group finished. In order to have a specific Protected Theater Actions rollback immediately upon completion, put that Actions into
its own group by itself.

Unassigned

HTTP-based Exfils (zip) - Powershdll_verodin.exe - 1 of 7 (2022-08-09 21:06:55 UTC)
HTTP-based Exfils (zip) - Powershdll_verodin.exe - 2 of 7 (2022-08-09 21:06:55 UTC)
HTTP-based Exfils (zip) - Powershdll_verodin.exe - 3 of 7 (2022-08-09 21:06:56 UTC)
HTTP-based Exfils (zip) - Powershdll_verodin.exe - 4 of 7 (2022-08-09 21:06:56 UTC)
HTTP-based Exfils (2ip) - Powershdll_verodin.exe - 5 of 7 (2022-08-09 21:06:56 UTC)
HTTP-based Exfils (zip) - Powershdll_verodin.exe - 6 of 7 (2022-08-09 21:06:56 UTC)

HTTP-based Exfils (zip) - Powershdll_verodin.exe - 7 of 7 (2022-08-09 21:06:56 UTC)

Current Actions

Create Test form

6. Fill out the Create Test form.

<Eacktiay A eep Acton -

CREATE TES

Test Type Protected Theater Actions

Sequence When Protected Theater Actions are part of a group, the Protected Endpoint will not be rolled back until either the
last Action of that group runs, the remaining Actions in that group error or the job is canceled before the group
finished. In order to have a specific Protected Theater Actions rollback immediately upon completion, put that
Actions into its own group by itself.

Unassigned

Description

Current Actions

< Group 1 - (click to edit name)

) HTTP-based Exfils (2ip) - Powershdll_verodin.exe - 1 of 7 (2022-08-09 21:06:55 UTC)

s}
x

HTTP-based Exfils (zip) - Powershdll_verodin.exe - 2 of 7 (2022-08-09 21:06:55 UTC)

o}
x

HTTP-based Exils (zip) - Powershdll_verodin.exe - 3 of 7 (2022-08-09 21:06:56 UTC)

S
x

HTTP-based Exfils (zip) - Powershdll_verodin.exe - 4 of 7 (2022-08-09 21:06:56 UTC)

o}
x

HTTP-based Exfils (zip) - Powershdll_verodin.exe - 5 of 7 (2022-08-09 21:06:56 UTC)

HTTP-based Exfils (zip) - Powershdll_verodin.exe - 6 of 7 (2022-08-09 21:06:56 UTC)

x

o)
x
opoopn -

HTTP-based Exfils (zip) - Powershdll_verodin.exe - 7 of 7 (2022-08-09 21:06:56 UTC)

S
x

a. Select the Test Type.
b. Enter a Name.
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c. Enter a Description.
7. Click Save. The Evaluation or Sequence is created, and its run page is displayed.

Create Sequences and Evaluations from a Template
1. Go to Library > Files.

2. Click Templates. The Templates Library appears.
3. Locate the Template you want to use and click Apply Template, J§.
4

. Select the file type, either Unrestricted (Safe) or Restricted Malicious. This will automatically change the File list to
match the type selected.

5. Select the File and then click Continue.
Apply Template

Select file type:
Data Exfil
Select file:

A104-259.txt

Continue

Apply a template to a file

6. Fill out the basic test information.
a. Select the Test Type.
b. Enter a Name.
c. Enter a Description.

7. (Optional) Click Add Sleep Action and define the Time in minutes.

8. (Optional) Click and drag any or all Actions from Unassigned to Current Actions, then select Run Ad Hoc [ .
This will allow you to run the group of Actions without creating an Evaluation or Sequence.

9. Click and drag any or all Actions from Unassigned to Current Actions.
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< Back to Library + Action to Queue Add Sleep Action ~

CREATE TEST

Test Type Protected Theater Actions

Evaluation When Protected Theater Actions are part of a group, the Protected Endpoint will not be rolled

back until either the last Action of that group runs, the remaining Actions in that group error or
the job is canceled before the group finished. In order to have a specific Protected Theater Actions
rollback immediately upon completion, put that Actions into its own group by itself.

New HTTP-based Exfil

Unassigned

Description

This Evaluation will test your data exfil security controls

Current Actions

2 Group 1 -(click to edit name)

1 HTTP-based Exfils (zip) - A104-259.txt - 1 of 7 (2022-08-09 21:23:15 UTC)

20) HTTP-based Exfils (zip) - A104-259.txt - 2 of 7 (2022-08-09 21:23:15 UTC)
HTTP-based Exfils (zip) - A104-259.txt - 3 of 7 (2022-08-09 21:23:15 UTC)
HTTP-based Exfils (zip) - A104-259.txt - 4 of 7 (2022-08-09 21:23:15 UTC)
HTTP-based Exfils (zip) - A104-259.txt - 5 of 7 (2022-08-09 21:23:16 UTC)
HTTP-based Exfils (zip) - A104-259.txt - 6 of 7 (2022-08-09 21:23:16 UTC)

HTTP-based Exfils (zip) - A104-259.txt - 7 of 7 (2022-08-09 21:23:16 UTC)

10. Click Save. The Evaluation or Sequence is created, and you are taken to the Run Sequence page.
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