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WINDOWS SERVICES FOR PROTECTED ACTOR

If your Protected Actor is for a Windows environment, the following services are installed and run as part of the Protected
Actor application. To permit the Protected Actor to function as expected, you must add these services to the allow list in

your anti-virus products or on your network traffic filtering.

® C:\Program Files\Verodin\node\node\scripts\cli_executer.exe

® C:\Program Files\Verodin\node\node\scripts\sim_runner.exe

Additionally, you need to add the services and artifacts for all Windows Actors to your Allow list. For the complete artifacts
list, see Windows 32-bit Actor Artifacts and Services (https://docs.mandiant.com/home/msv-windows-actor-artifacts-and-
services) or Windows 64-bit Actor Artifacts and Services (https://docs.mandiant.com/home/msv-windows-64-bit-actor-

artifacts-and-services).
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