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MANDIANT ADVANTAGE

Mandiant Advantage automates Mandiant expertise, acting as a virtual extension of your team. Mandiant takes an
intelligence-led, multi-vendor approach to XDR, enhancing existing security controls and enabling you and your
organization to improve efficiency and efficacy in finding malicious security incidents quickly and at scale.

The Mandiant Advantage platform gives security teams an early knowledge advantage through platform modules that
include current and relevant threat data and analysis expertise. Armed with continuous security validation, detection, and
response, organizations are more secure from cyber threats and confident in their readiness. Using Mandiant Advantage,
you:

e Super charge your existing security investments through automation of Mandiant's expertise
® Enhance your visibility and prioritization of threats targeting you and your peers
® Gain advantage quickly and scale efficiently

Depending on your needs, you can subscribe to one or all Mandiant Advantage subscriptions. This includes:

e Attack Surface Management (https://docs.mandiant.com/home/asm-attack-surface-management)
e Automated Defense - Alert Investigation & Prioritization (AIP)
e Digital Threat Monitoring (https://docs.mandiant.com/home/dtm-digital-threat-monitoring)

e Threat Intelligence Subscriptions: Free, Security Operations, and Fusion (https://docs.mandiant.com/home/mati-
subscriptions)

e Security Validation & Ransomware Defense Validation (https://docs.mandiant.com/home/security-validation)
We also offer a fully managed engagement, if that better meets your requirements.

You can create Custom Dashboards (https://docs.mandiant.com/home/ma-custom-dashboards) to provide snapshots of the
data that's most important to you. Dashboards contain informational widgets and can be pinned to the Mandiant

Advantage header for quick access. Widgets are available for various Mandiant products.

Our various subscriptions also include integrations with security technologies. For example, Mandiant Advantage for
Splunk (https://docs.mandiant.com/home/ma-mandiant-advantage-for-splunk) integrates with ASM, Security Validation and
Threat Intelligence. The Mandiant Advantage Threat Intelligence Browser Plugin (https://docs.mandiant.com/home/mati-
browser-plugin) is available in Chrome, Firefox, and Edge. For more information on our integrations, see Integrations

(https://docs.mandiant.com/home/integrations) or search for specific integrations.

You can manage your users directly in the User Management application. See Manage Users in Mandiant Advantage
(https://docs.mandiant.com/home/ma-manage-users-in-mandiant-advantage) for more information. Otherwise, you can use

Federated Access (https://docs.mandiant.com/home/ma-federated-access) to bring your users into Mandiant Advantage.
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