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ASM AKAMAI INTEGRATION

Mandiant Advantage Attack Surface Management (MA-ASM)'s Akamai integration gives you more visibility by pulling both
DNS records and CDN hostnames from Akamai directly into the MA-ASM platform as a Seed

(https://docs.mandiant.com/home/asm-seeds).

Adding this integration requires two steps:

1. Create API Key in the Akamai API Clients utility
2. Provide Akamai API Credentials for MA-ASM integration

Create API Key in Akamai
1. Once authenticated with Akamai, go to https://control.akamai.com/apps/identity-

management/#/tabs/users/list.
2. From the Identity and Access Management menu, select the Users and API Clients tab (1) and click Create API

client (2).

£33 IDENTITY AND ACCESS MANAGEMENT ®

Users and API Clients Roles Groups Escalation Contacts Properties Settings

(@ Manage users and API clients access to your account’s groups and resources. To assign a role to a user, g0 o user's rofile. To rotate APl credentials, goto the API client's edit page.
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3. In the Select API client type section, select the Service account tab (1) and click Set API client options (2).

Users and API Clients Roles Groups Escalation Contacts Properties Settings

Go back to all users > Create API client

Create API client

Create an API client for yourself, another user, or a system that several users need to access and manage

Select API client type

Myself Service account
Select this option to create an API client for a system. To manage this client's credentials, you need to add yourself as an auth
Another user thisAPL D

ry

Service account

4. On the Details page, fill in the required fields and click Select APIs.
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Details

Name service_account_2 @

required

Description  service_account_2

Notification list @

1P Allowlist [ Enable (1)

1P/Mask

Authorized users @
Assign users who need to use this client for the account and the client's credentials. This client may have several authorized users.

/A When using this service account AP client, authorized users may have escalated privileges above their current Control Center access. However, their Control Center privileges do not change.
Before creating this AP client, click Compare user permissions for possible escalations.

- TN

Cancel ]

5. Select and configure APIs.
a. Search for the APIs you wish to pull downstream:
= DNS - Zone Record Management (DNS records)

@ The DNS - Zone Record Management API is required for this integration.

= Property Manager (PAPI) (CDN hostnames)

b. For each APl you want to include, set the Access level to READ-ONLY.
c. Click Submit.

As an example, a DNS record is shown here, but this process is similar for a CDN hostname,
also known as Property Manager (PAPI).

X AP selection

A the pprpt s o your APt e
_
+ Descrpton ——

ONS—Zone Record Management READ-ONLY v o

items:2. Pagesize:10 v < 1-2002

6. Back on the Details page, click Select groups and set the Role to Viewer for any groups that will be sending data
to the MA-ASM API. Click Submit.

s N

[ Cancel ]
X Group selection (}'
Groups (1) Roles (At least one role must be assigned) (1)
Q er Reset rolessigoments |
Sample Group I c o « |

7. After reviewing your entries on the Details page, select the acknowledgement checkbox (1) and click Create API
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client (2).

Q Filter

Items: 1 Pagesize:5 ~ < 1-lofl
AP1 1T Description Access level

DNS—Zone Record Management

Change API restrictions
Q Fitter

DNS—Zone Record Management READ-ONLY

Groups

Items: 1 Page size:5 v 1-1lof1 >

Group name T Role

Sample Group Viewer
Change group assignments | 4

[ o [T 2

Only a DNS record APl is shown in the preceding example. Depending on your setup, a Property
Manager (PAPI) APl may also be listed:

@ APl T Description

Property Manager (PAPI)

Access level

Property Manager (PAPI). PAPI requires access to Edge Host... READ-ONLY

8. Click Create credential and then download or copy the credential information. This is required to complete the
Akamai APl integration in MA-ASM.

API client for service account

You have created an API client with access levels and access to APIs that you selected. To learn more, see Get started with APIs.

Details
Name  service_account 2/
Description  service_account 2 /-
Notification list
1P Allowlist
IP/Mask No IP/Mask entries.
» Show additional details
Credentials
Host akab-

Access Token akab-

Client token Description Status Created Expiration | Action

(@ Nocredentials available.

Items: 0 Pagesize:5 v < 00f0

-
[ Download ] Copy credential

Copy and paste this information into a text file for all autemated programs. The client secret is unique to the request and available once.

client_secret =
host = ak
access_token =
client_token =

Provide Akamai API Credentials for MA-ASM Integration
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1. From the Projects and Settings menu in MA-ASM, select the appropriate Project then click Account Settings.

Collections v SampleOrg v

Sample Or;
(3 P! g

Search

PROJECTS (1 View All >

Sample Org v

EXTERNAL PROJECTS © '3 View All >
Google Demo
8 ProjectA

Test Issue Config

% Account Settings

[@ My Projects
Exports.

S Library
Contact Support

Help

2. Click Integrations.

Account Settings

User

Account

Naotifications

APl Keys

Settings

Billing

Catalogue

&> Integrations

3. From Inbound Integrations, click Add New for Akamai.

= _ Akamai
(‘k""a' Connect your Akamai account to pull related DNS records. ® Add New

4. Paste the Client Secret, Host, Access Token, and Client Token values from the preceding section into the
appropriate fields and click Connect.
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Akamai Integration

Learn h o integrate with Akamai here.

Client Secret

Access Token

Client Token

5. Connect the integration to the appropriate Collection.

a. Click Collections and click * Collection Settings for the Collection that you want to connect the integration

to.

Dashboard Issues Entities Technologies Insights Collections w

Select Collections
20

View all collections

D n Mandiant (Auto-Generated)
sece

Mandiant
= n seee

b. Select the Integrations tab.

Mandiant (Auto-Generated) #
112186 Entitie! 1 New ®: @u (@u (@53 311lssues

WORKFLOY

Legacy
By Configurations

Py Issue Settings

c. Select Connect Integration and Link the integration.

3 Settings

L
10/31/2023

Read Only

Credential Integration 1 + Link

The integration is immediately added to the Collection.
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Click m] to remove the integration from this Collection.

[ credential Integration 1

d. Click X to close the Connect Integration pane. Click Scan Collection to update your Collection with the

current settings and integrations. Otherwise, your newly configured integration is incorporated at your
regularly scheduled scan interval.

€ Collections Connect Integration

Authenticated cloud discovery & assessment

31 Entities, 32 New @1 @3 4lssues

Authenticated Cloud Discovery & Assessment  CoPY ©

®s Configurations

B credential Integration 1 (NS

I integration 1 |

B Credential Integration 1 (.
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