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ADMINISTRATION

Security Validation Admins use the Director Settings pages to configure the platform. These setting pages include:

® Actor Settings (https://docs.mandiant.com/home/msv-settings-actors): Manage Actor Communications
e Advanced Settings (https://docs.mandiant.com/home/msv-advanced-settings)
® Audit Log Settings (https://docs.mandiant.com/home/msv-audit-log-settings)

e Authentication Settings (https://docs.mandiant.com/home/msv-authentication-settings): Manage how users sign on
(MSV only)

® Block Rules Settings (https://docs.mandiant.com/home/msv-block-rules-settings-4163)

® Captive I0C Actions Settings (https://docs.mandiant.com/home/msv-captive-ioc-actions-settings)

® Content Settings (https://docs.mandiant.com/home/msv-content-settings): Manage your security content
® DNS Settings (https://docs.mandiant.com/home/msv-dns-servers-settings)

® Email Settings (https://docs.mandiant.com/home/msv-email-settings)

® Email Actions Settings (https://docs.mandiant.com/home/msv-email-actions-settings): Managing Profiles & Rules
required to run Email Actions

® Integrations Settings (https://docs.mandiant.com/home/msv-managing-integrations). Settings specific to working with
your Integrations to get appropriate event matching

® Login Settings (https://docs.mandiant.com/home/msv-login-settings)

® Network Settings (https://docs.mandiant.com/home/msv-applying-network-settings) (MSV only)

® NTP Servers Settings (https://docs.mandiant.com/home/msv-ntp-servers-settings)

® Operational Status Settings (https://docs.mandiant.com/home/msv-operational-status-settings)

® Pass/Fail Settings (https://docs.mandiant.com/home/msv-passfail-rules)

® Proxy Settings (https://docs.mandiant.com/home/msv-proxy-rules)

e Protected Theater Settings (https://docs.mandiant.com/home/msv-protected-theater-settings)

e Security Technologies Settings (https://docs.mandiant.com/home/msv-security-technologies-settings)
® SSL Settings (https://docs.mandiant.com/home/msv-ssl-settings) (MSV only)

® Support Settings (https://docs.mandiant.com/home/msv-support-settings): Collecting logs and checking System Status
e System Settings (https://docs.mandiant.com/home/msv-system-settings)

® Tags Settings (https://docs.mandiant.com/home/msv-tags)

e User Groups Settings (https://docs.mandiant.com/home/msv-user-groups-and-permissions)

® User Policy Settings (https://docs.mandiant.com/home/msv-user-policy)

® Users Settings (https://docs.mandiant.com/home/msv-users-settings)

e Virtual Addresses Settings (https://docs.mandiant.com/home/msv-virtual-addresses)

There are addition settings that Security Validation Admins might need to do. This includes:

® Adding Custom iptables Rules (https://docs.mandiant.com/home/msv-custom-iptables-rules)
e Adding a License (https://docs.mandiant.com/home/msv-adding-a-license)
® Adding Security Zones (https://docs.mandiant.com/home/msv-security-zones)

e Backing Up and Restoring Security Validation (https://docs.mandiant.com/home/msv-backing-up-and-restoring-the-
platform) (MSV only)
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