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INDICATORS

Indicators allow security teams to focus on threats based on actionable intelligence from Mandiant. They are associated
with specific individual and global campaigns, and related data is available at various locations in Mandiant Advantage
Threat Intelligence (MATI).

To Access Indicators Associated With a Campaign
1. Go to Explore > Campaigns.
2. (Optional) Use the search bar or filters, as needed, to narrow down the list of campaigns.
3. Click the campaign headline to open the campaign details. If there are indicators, a graph and an Indicators tab
appear.
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escription TESTING ONLY: We reported at the end of April and the beginning of May on an APT threat group leveraging a zero-day vulnerability in Internet Explorer
via phishing email attacks. While Microsoft quickly released a patch to help close the door on future compromises, we have now observed the threat
actors behind "Operation Clandestine Fox" shifting their point of attack and using a new vector to target their victims: social networking. We are calling
this operation Clandestine Fox (Part Deux).
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4. Click Indicators to open the table and view the indicator data, including campaign and malware associations.
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5. (Optional) If you want a local copy of the Indicator data, click download ¥ below Indicators. A comma-separated
value (CSV) file downloads to your local machine.
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