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ASM MANDIANT ADVANTAGE THREAT INTELLIGENCE INTEGRATION

Mandiant Advantage Threat Intelligence (MATI) is directly applied to your attack surface. As a result, customers that have
both Mandiant Advantage Attack Surface Management (MA-ASM) and MATI can identify the assets most likely to be
exploited and the associated risk for faster remediation and improved prioritization.

Benefits
Based on your MATI subscription, you have access to different levels of integration with the MATI data:

e |ntelligence gathered from the frontlines of incident response, managed services, and adversary research is used to
create active checks featured in the Issue Library.

e All Paid and Freemium users receive Medium Severity Issues when an asset matches a Mandiant Indicator of
Compromise (I0C), indicating potential suspicious activity.

® Threat Intelligence Fusion customers and Threat Intelligence Security Operations customers with the Vulnerability
Module add-on can quickly assess the impact of CVEs directly from MA-ASM.

o High Severity Issues (https://docs.mandiant.com/home/asm-issues) (suspicious activity detected on the Entity
(https://docs.mandiant.com/home/asm-entities)): An asset in your attack surface matches an IOC monitored by
Mandiant and has an IC-Score > 80.

o |ssues associated with CVEs include direct links to Vulnerability Reports.

o Inferred CVEs include direct links to Vulnerability Reports.

The IC-Score, or Mandiant Indicator Confidence Score, is produced by machine learning algorithms to
convey a confidence in an Indicator being benign or malicious. 0 is considered high-confidence benign,
and 100 is high-confidence malicious. IC-Score is the Mandiant confidence rating. See Understanding IC-

@ Score (https://docs.mandiant.com/home/understanding-ic-score) and Indicator Threat Score and
Confidence Score Source Descriptions (https://docs.mandiant.com/home/mati-ic-score-source-
descriptions) for more information.

Visit the Threat Intelligence Subscriptions (https://docs.mandiant.com/home/mati-subscriptions) page for more information

on what's included in each Mandiant Threat Intelligence subscription.

Pivot Points Available Based on Threat Intelligence Subscription

Th
MA-ASM & Threat reat Threat
. . o . Intelligence X
Intelligence Available within MA-ASM Intelligence Securit Intelligence
Freemium y Fusion
Operations

Included with subscription

Issue Creation from Entity IC-Score greater than
80

Entities IC-Score (If Applicable)* v

Available to customers with the

Inferred CVEs Linked to Threat Intelligence v
: '8 Vulnerability Module add-on.

Issues with CVEs Linked to Threat Intelligence v

* MA-ASM Freemium users see Entities with IC-Scores; however, no pivot points are available.

How MA-ASM defines Issue Severity for CVEs
MA-ASM provides severity-based scoring on Issues, aligned to NIST NVD, CISA's Known Exploited Vulnerability catalog and
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Mandiant Vulnerability Intelligence. Additionally, Issue details include vulnerability and asset risk scores taken from
Mandiant Threat Intelligence. Some example factors associated with Issue severity include:

® Mandiant Vulnerability Risk Rating

e Common Vulnerability Severity Score (CVSS) v3
® Exploit Prediction Scoring System (EPSS) Score
® Exploitation Status

® Existence of an exploit proof of concept (POC)

On the <> Raw (JSON) tab for any given Issue, use your web browser search feature to search for
mandiant_intel_details . This search brings you to MATI related data associated with the Issue.

Smandiant_intel detailsy

Create Issues from Inferred CVEs
MA-ASM pulls in CVE details from Vulnerability Intelligence and can be configured to create Issues from Inferred CVEs. To

create Issues from Inferred CVEs, follow these steps:

1. In MA-ASM, navigate to Collections > ¢ Settings.
2. Click * Settings associated with a Collection. The Issue Settings tab opens.
3. Click the Inferred CVEs toggle to the on position.

@ If the Inferred CVEs as Issues option is not enabled, Inferred CVEs are only on the Entity.

4. Click * Settings to configure the options that you want to use to create Issues:

o Create Issue if exploited in the wild : Exploitation has been observed in the wild.
® QOptional: Assign Critical severity to these Issues

o Create Issue when exploit exists: Exploit or POC code is publicly available or underground discussions,
alleged selling, or alleged privately held code is observed.

® QOptional: Assign Critical severity to these Issues

o Create Issue when CVSS v3 score is above the following: Choose a minimum score threshold at which to
generate Issues.

MANDIANT PROPRIETARY AND CONFIDENTIAL, COPYRIGHT 2025.



Q/' Mandiant

Issue severity is based on the CVSS ranges from NIST NVD (https://nvd.nist.gov/vuln-
metrics/cvss).

Issue Severity Based on CVSS v3 Score

Severity Ranges
Critical 9.0-10.0

@ High 7.0-89
Medium 4.0-6.9
Low 0.1-3.9
None (Informational) 0.0

For more detailed information, see ASM Issue Severity Definitions and Examples
(https://docs.mandiant.com/home/asm-issue-severity-definitions-and-examples).

5. Click Save.

Inferred CVE

Inferred CVEs are matched based on Vendor, Product, and Version, as referenced in
the CPE database. Turning on Inferred CVEs as issues may result in an increase of

false positives.

W Createissue if exploited in the wild Critical [

D Create Issue when exploit exists Critical

¥ Create Issue when CVSS v3 score is above the following CVSSV39 v

Cancel

e Setting Inferred CVEs as Issues to off prevents new Inferred CVE Issues from being created.
Existing Issues initially generated by Inferred CVEs continue to show up on the Issues page as

@ Inactive Issues.

e When toggling this feature Off, you must then Scan Collection for these changes to take effect.

Examples of Issues created from Inferred CVEs
Issues created from Inferred CVEs include Inferred CVE in their name and a Potential Confidence assignment.

¥ Active lssues ~ ;7 Severity t. G

FIRST SEEN

OpenBSD OpenSSH 7.7 Unspecified Vulnerability (Inferred CVE-2018-15473) Wy St

0 intrigueall_vmfmoii critical (O Open ~ ) POTENTIAL
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e To return all Issues created from Inferred CVEs, search Issues
(http://asm.advantage.mandiant.com/issues) using the keyword inferred .

® To return all Entities with Inferred CVEs, search Entities
(http://asm.advantage.mandiant.com/entities) using the Entities with Inferred CVEs search option.

COMMON SEARCHES

No2FA | Entities with Inferred CVEs |

Issues Created from Entity IC-Score

« Entities 104.130.132.54 Suspicious Activity Detected on Entity
©nigh  OOpen v (O POTENTIAL

IC-Score 89.0 & IP ADDRESS
Suspicious Activity Detected on Entity

104.130.132.54

AFFECTED ENTITY COLLECTION n ACme Rackspace Network (Ranges)
104.130.132.54 I} Acme Rackspace Network (Ranges)

i + New Tag
B Description L References @ Proof <> Raw (JSON)

Description

Mandiant Threat Intelligence has categorized this entity as suspicious. Indicators of
malicious activity have been detected.

Remediation

Investigate the system for possible threat activity. Use Mandiant Threat Intelligence for further
details.

Entities with IC-Score

7 104.130.132.54

Indicator Details

= 121 Sources of intel were checked, with 3 providing data
£ 2Malicious responses came from 2 sources

IC-Score 89.0 7 IP ADDRESS B + 1 High Quality
+ 1x Low Quality

@ 1 Benign response came from 1 source
+ 1xLow Quality

1 04‘ . 1 3 O . 1 3 2 . 54 £ Neighborhood intel influences toward benign ©

SHOW MORE

u Acme Rackspace Network (Ranges)

blocklist_de
Feb 19,2022 st See Feb 19, 2022
+ New Tag ¢ €

Inferred CVEs Linked to Threat Intelligence
When available, the Inferred CVEs populate on URI and Network Entity Pages.

MANDIANT PROPRIETARY AND CONFIDENTIAL, COPYRIGHT 2025.


http://asm.advantage.mandiant.com/issues
http://asm.advantage.mandiant.com/issues
http://asm.advantage.mandiant.com/entities
http://asm.advantage.mandiant.com/entities

Q/' Mandiant

« Entities 104.130.140.169:86/tcp

@D | network service | P us
104.130.140.169:86/tcp

B} Acme Rackspace Network (Ranges)

+ New Tag
@ Details <> Raw(SON) {8} Technologies ~ §3 Inferred CVEs

All CVEs listed below are matched based on version information cross-referenced with the National Vulnerability
Database. CVEs are matched based on Vendor, Product, and Version, as referenced in the CPE database

C’} Vulnerability in HTTP Server, Apache, 2.4.6 (Backported) Web Server

DISCOVERY METHOD: IDENT

CVE-2013-6438 CVE-2014-0098 CVE-2014-0118 CVE-2014-0226 CVE-2014-0231

CVSS V2 Score: 5.0 CVSS V2 Score: 5.0 CVSS V2 Score: 4.3 S V2 Score: 6.8 CVSS V2 Score: 5.0

NVD CVE Detalls [/ NVD CVE Details [ NVD CVE Details [7] NVD CVE Details [/ NVD CVE Details [7

Tl Threat Intelligence TiI Threat Intelligence Tl Threat Intelligence TI Threat Intelligence TI Threat Intelligence

DISCOVERY METHOD: IDENT

Vulnerability in Drupal, Drupal, 7

CVE-2020-11022 CVE-2020-11023 CVE-2021-41182 CVE-2021-41183 CVE-2021-41184
ore: 6.1 CVSS V3 Score: 6.1 CVSS V3 Score: 6.1 SS V3 Score: 6.1 CVSS V3 Score: 6.1

NVD CVE Detalls [/ NVD CVE Details [ NVD CVE Details [/ NVD CVE Details [/ NVD CVE Details [7

Tl Threat Intelligence TI Threat Intelligence Tl Threat Intelligence TI Threat Intelligence TI Threat Intelligence

Issues with CVEs Linked to Threat Intelligence

104.130.158.6. Apache Tomcat - Ghostcat (CVE-2020-1938) © Send To Email

@D Ocwei OOpen~ @ conrirmen

Apache Tomcat - Ghostcat (CVE-2020-1938) UsTsen RsTseen

4DAYSAGO 4 DAYSAGO
+ New Tag

CVE-2020-1938

AFFECTED ENTITY covtecTion AFFECTED TECHNOLOGIES
Ti Threat ntllgence
104.130.158.61:8009/tcp ] Acme Rackspace Network (Ranges)  Tomeat

® Description . References Q Proof <> Raw ()SON) @ seeNotes

Description @ CVE-2020-1938

When using the Apache JServ Protocol (AJP), care must be taken when trusting incoming
connections to Apache Tomcat. Tomcat treats AJP connections as having higher trust than,

for example, a similar HTTP connection. If such connections are available to an attacker,

they can be exploited in ways that may be surprising. In Apache Tomcat 9.0.0.M1 to 9.0.0.30,

8.5.0 t0 8.5.50 and 7.0.0 to 7.0.99, Tomcat shipped with an AJP Connector enabled by default

that listened on all configured IP addresses. It was expected (and recommended in the casvesunTiy o rspedid ineaily s i he AP Conecr g Tomctversir T

emotey execute arbirry code. Explot code i publcy avllabl. Mitgation options include workarounds and s vendar ix. Tis winerabity i iso
security guide) that this Connector would be disabled if not required. hostat

Vulnerability Details

xplolation State K Rating Explotted n

Remediation Available Medium No

Disable port 8009 and update the tomcat software. v Unknown
r——

February 19,
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