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ASM SCAN RANGES

The ASM Collection engines perform a variety of data-gathering tasks, all intended to find unknown assets and lightly
gather enough information to determine the security posture for these assets. The gathered information is analyzed by
our research team and proactively published to the owners of this information. No Collection task performed requires
authorized access. It is intentionally designed to be light.

While you may have seen some alerts from your IDS or WAF, these are benign flags and are not indicative of malicious
behavior.

Scan activity will source from these IP addresses:
For best results, add these IP addresses to your allowlist.

® 8.34.210.32/27
® 34.19.116.48/28
® 34.19.127.176/28
® 34.19.127.192/28
® 34.19.127.208/28
® 34.68.34.64/27
® 103.66.28.0/22
® 3.14.73.254

® 3.14.82.245

® 3.14.84.197

® 3.14.86.234

® 3.15.169.123

® 3.15.179.241

® 3.15.180.31

® 3.16.148.58

® 3.16.213.130

® 3.17.72.122

® 3.17.73.23

® 3.17.206.73

® 3.17.207.148

® 3.18.101.236

® 3.18.108.78

® 3.19.14.190

® 3.19.14.223

® 3.19.223.104

® 3.19.240.76

® 3.21.171.90

® 3222347

® 3.23.59.18

® 3.23.104.96

® 3.129.92.250

® 3.133.84.157
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® 3.134.93.22

® 3.134.100.58
® 3.134.101.147
® 3.137.136.201
® 3.137.141.123
® 3.137.146.232
® 3.137.148.99
® 3.137.151.234
® 3.138.190.72
® 3.139.58.65

® 3.141.153.201
® 3.141.168.125
® 3.142.97.232
® 3.142.219.55
® 3.144.44.57

® 3.144.77.222
® 3.144.120.14
® 3.144.120.21
® 3.144.192.36
® 3.144.236.65
® 3.144.239.16
® 3.144.245.141
® 13.58.84.198
e 13.58.114.74
® 13.58.203.73
® 13.59.16.128
® 13.59.59.233
® 13.59.120.77
® 13.59.132.170
® 13.59.242.100
® 18.116.202.164
® 18.116.239.38
® 18.117.109.14
e 18.117.218.107
® 18.118.100.31
e 18.118.107.228
® 18.119.11.223
® 18.119.13.69
® 18.188.53.152
® 18.188.134.51
® 18.188.229.2
® 18.189.28.87
® 18.190.152.179
® 18.191.16.102
® 18.191.69.170
® 18.191.84.177
® 18.191.173.38
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® 18.191.255.164
e 18.217.102.23
® 18.217.128.63
® 18.218.94.172
® 18.218.168.5

e 18.218.230.153
® 18.219.11.104
® 18.219.37.54

® 18.219.47.173
® 18.219.56.153
® 18.219.157.186
® 18.219.193.156
® 18.220.248.172
® 18.221.18.194
® 18.221.100.43
® 18.221.180.165
® 18.221.214.151
® 18.222.192.238
® 18.222.201.82
® 18.222.255.237
® 18.223.2.197

® 18.224.39.133
® 18.224.93.149
® 18.224.184.103
® 18.225.7.162

® 52.14.202.153
® 52.15.76.227

® 52.15.78.25
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