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Better oversight on typosquats! - April 14, 2022
We pulled out Potential Typosquats into a separate tab within Domain Entity pages for easier access. No need to sort

through the JSON to get an overview of suspicious domains.

« Entities acmecorp.com

DOMAIN

acmecorp.com

u Acme Corp.

+ New Tag
B Details

<> Raw (JSON)

Description

Domains on this page are potential typosquats. While each domain here exists at the time of refresh,

some maybe legitimate websites.

amcecorp.com

A Record: 103.224.182.253
Typosquat Technique: Transposition
Registration Date: 2014-01-24

acmccorp.com

A Record: 104.21.7.129

Typosquat Technique: Bitsquatting
Registration Date: 2014-03-28

abmecorp.com

A Record: 34.102.136.180
Typosquat Technique: Bitsquatting
Registration Date: 2018-09-28

acmecor.com

A Record: 64.190.63.111
Typosquat Technique: Omission
Registration Date: 2002-05-31

acmecorp.com
A Record: 173.254.223.253
Typosquat Technique: Bitsquatting

() Potential Typosquats

bcmecorp.com

A Record: 50.63.92.71

Typosquat Technique: Bitsquatting
Registration Date: 2011-02-02

aciecorp.com

A Record: 34.102.136.180
Typosquat Technique: Bitsquatting
Registration Date: 2018-09-28

camecorp.com

A Record: 34.102.136.180

Typosquat Technique: Transposition
Registration Date: 2018-09-28

acmcorp.com

A Record: 3.130.253.23
Typosquat Technique: Omission
Registration Date: 2018-06-25

acmecorp.com
A Record: 173.254.223.253
Typosquat Technique: Bitsquatting

Jira Integration is Here! - April 13, 2022
You can now create Jira tickets directly from Issues. No copy & paste necessary; Issue details are pre-populated within the

Jira ticket.

How it Works:
1. Enable the integration

2. View an Issue and click the Create Jira Ticket button

3. Choose a Jira Project
4. Sendto]Jira
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acmecrop.com

A Record: 103.224.182.253
Typosquat Technique: Transposition
Registration Date: 2014-01-24

cmecorp.com

A Record: 151.101.193.124
Typosquat Technique: Omission
Registration Date: 2016-02-01

acmecorps.com

A Record: 52.86.6.113
Typosquat Technique: Addition
Registration Date: 1991-12-19

acemcorp.com

A Record: 134.73.219.39

Typosquat Technique: Transposition
Registration Date: 2017-09-08

acmecorp.com
A Record: 173.254.223.253
Typosquat Technique: Bitsquatting
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€ Jira Integration is Here!

You can now create Jira tickets directly from Issues.

critical) (O open (@ confirmed

Jenkins - Diagnostic Page Exposes Session Cookie (CVE-2020-2103)

© John@Hotmail.com  © ThisisaNewTag  © Another-Tag

AFFECTED ENTITEY COLLECTION AFFECTED TECHNOLOGIES W G5 Groeh s

Http://111.231.123.91:8080-Longerexample (' B Honeywell internal Collection B cPanel B¥ cPanel B cPanel 10/10/21 10/10/21

Descriptio: & .
s Create Jira Ticket

Description Choose Project
ASMC-448

Attack Surface Design PROJECT

Attack Surface Design
Ticket Name
CREATED

Accellion comy file transfer applicance

Issue Description
ASMC-445

Issue Name: ellion compromised secure file transfer appliancy PROJECT

First Seen: 2021/10/ Attack Surface DEV
main has been founc t to loc \ D
! Linked Entity: http:// le YL RL

April 03, 2022

to point to localt nder certain circums
Issue Descriptio 2 ) Lorem ip
fan dolor sit S r adip od.
Remediation Emes
Proof: Proof Statement PROJECT
ASM Product

Confirmed
CREATED

CVSS Score: 9.8

Collection: HoneyWell Internal Collection

UX Updates & Enhancements - April 12, 2022
We heard your feedback and will continue to make incremental changes; please continue to share your feedback.

Updates:

1. The Entities page (https://asm.advantage.mandiant.com/entities?
table_view=true&search_string=type%3AUri%20last_seen_after%3Alast_refresh) now includes technology cards on the
respective entity.

2. Copy raw JSON to your clipboard with one click on Issues and Entities.

3. New team members can be invited directly to a Collection and are automatically invited to the Project.
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DOMAIN P UNITED STATES LAST SEEN FIRST SEEN

10/10/21 10/10/21
Acmecorp.com

H Acme Internal Collection

234 Issues 234 ® 234 [ X1 @3z [ FI © John@Hotmail.Com © ThislsaNewTag m

IC-Score @ DOMAIN F UNITED STATES LAST SEEN FIRST SEEN
10/10/21 10/10/21

Acme.com

H Acme Internal Collection

234 Issues 234 ® 234 @56 @33 ®z4 © John@Hotmail.Com O ThislsaNewTag

IC-Score 80 &F DNS RECORD P UNITED STATES LT L RURSTES EEN
10/10/21 10/10/21

mail.acme.com

E Acme Internal Collection

234 |ssues 234 ® 234 [ X1 [ JEE] @24 © John@Hotmail.Com © ThislsaNewTag W +2

Exported views are saved in Exports and can be re-visited - April 6, 2022
Anytime you create an export of a view, it will now be emailed to you and saved in the Exports area under the home
navigation menu.

Exported views are saved in
Exports and can be re-visited.

Anytime you create an export of a view, it will now be emailed to you and saved in the Exports
area under the home navigation menu.

MANDIANTADVANTAGE Dashboards 1 ]

ATTACK SURFACE MANAGEMENT Dashboard Issues Entities Technologies Collections v ;a @ v

« Dashboard * Exports

Download Exports

Search Criteria Date Exported
Entities, Last seen after:last refresh April 6, 2022
Issues, Status new:open Collection:intrigueall vmfmoii Last seen after:last refresh April 6, 2022
Issues, Confidence:confirmed Last seen after:last refresh April 6, 2022
Issues, Last seen_after:last refresh

Issues, New:open April 2, 2022
Issues, Status new:open Collection:intrigueall vmfmoii Last_seen_after:last refresh March 21, 2022

Issues, New:closed March 21, 2022

@ Download CSV
Issues, New:inprogress March 2

@ Download JSON
Issues, Status new:open Last seen after:last refresh March 1,
Issues, Status new:open February 22, 2022
Issues, Status new:open February 22, 2032
Issues, Confidence:confirmed Last_seen_after:last refresh February 22, 2022
Entities, Last seen after:last refresh February 12, 2032
Issues, New:open February 2, 2022
Issues, New:open February 2, 2022
Issues, Confidence:confirmed Last_seen_after:last refresh January
Issues, New:open
Issues, New:inprogress

Issues, Status_ new:open Collection:intrigueall vmfmoii Last_seen _after:last_refresh
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Sort your issues by Name - April 5, 2022
Now you can group issues that share the same name, consolidating issues into more consumable views.

€ Sort your issues by Name

Now you can group issues that share the same name, consolidating
issues into more consumable views.

MANDIANTADVANTAGE Dashboards v

ATTACK SURFACE MANAGEMENT Dashboard Issues Entities Technologies Collections v

Al 856 Issues found
Status
W Active Issues v Gy d by Issue A

O Open

© InProgress crouren issues 15 Cj Is;ue :x Unauthenticated Remote Code Execution(CVE-2021-1499)

Critical (% confirme
Clossed = -

Severity

LAST SEEN
Critical Another-Ta; Another-Ta; ew
141.6:9000/Tcp © : (O L A week ago

High B LAST SEEN
pen

41:3306/Tcp i Aweek ago
Medium

LAST SEEN
Open Another-Ta; Another-Ta; Another-Ta; ew
Low 130.142.41:8009/Tcp Oon © : (O e © L Aweek ago

srouren 1ssues 2. Adminer - Server-Side Request Forgery (CVE-2021-21311)

Critical (& Confirmed

Confidence

@ confirmed
Potential

EEN

L
Inferences Open Another-T; Another-T. + New Ta
o Q op © another-tag O Another-Tag D 4 weekago

Enable Inference-Only

rabilites EEN
CVE Vulnerabilices i Qopen | (©anothertar © Anothertag O Another-Tag |+ New Tag

L
Aweek ago
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