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PALO ALTO CORTEX XSOAR INTEGRATION

Developed By: Mandiant

Latest Version: 1.1.1

Last Released: September 22 2024

Key Contact: Support (https://docs.mandiant.com/home/mandiant-support-cases)
Download: Mandiant Advantage Threat Intelligence Cortex XSOAR Integration

(https://cortex.marketplace.pan.dev/marketplace/details/MandiantAdvantageThreatintelligence/)
Cortex XSOAR from Palo Alto Networks is a security orchestration, automation, and response (SOAR) platform. The Cortex
SOAR Integration collects Indicators from the Mandiant Advantage Threat Intelligence (MATI) platform and adds them to

the Cortex XSOAR indicator store for use during automated enrichment and investigations.

Cortex XSOAR unifies case management, automation, real-time collaboration, and threat intel management to serve

security teams across the incident lifecycle.

For more information about this integration, explore the tabs that follow.

Features

Threat Intel

" Indicator Feed
The integration features an Indicator Feed,

which automatically fetches new and

updated indicators from MATI and
populates them into Cortex XSOAR.

ol

.. Malware Families, Threat Actors, and
" Indicators of Compromise (I0Cs) can all be
automatically ingested. If enabled, this
integration will also create relationships

between various indicators, to enable you

to easily navigate through all available

information.
Indicator Feed
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Generic Reputation Commands

The integration supports Generic
Reputation Commands, which lets you
easily enrich an existing Indicator with
additional information from MATI. This
integration supports all available Generic
Reputation Commands, including Common
Vulnerabilities & Exposures (CVEs), File,
Domain, URL, and IP. If enabled, this
integration will also link to any associated
Mandiant Advantage reports.

Threat Actor Lookup

The integration features the ability to look
up a Threat Actor by name. If an actor is
found, this will populate the Threat Actor
into Cortex XSOAR. If enabled, relationships
will also be created to other Cortex XSOAR

Indicators.
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Malware Lookup

CVE-2021-36408

Vulnerability Lookup

Prerequisites
® An active Cortex XSOAR instance

Malware Lookup
The integration features the ability to look

” up a Malware Family by name. If a Malware

Family is found, it will be populated into
Cortex XSOAR. If enabled, relationships will
also be created to other Cortex XSOAR
Indicators.

Vulnerability Lookup

The integration features the ability to look
up a Vulnerability by the CVE ID. If a
Vulnerability is found, it will be populated
into Cortex XSOAR.

e Network connectivity to https://api.intelligence.mandiant.com over port 443
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This integration works with any edition of Cortex XSOAR, but limits and restrictions may apply to

which features are available. See the Cortex XSOAR License Documentation (https://docs-
cortex.paloaltonetworks.com/r/Cortex-XSOAR/6.6/Cortex-XSOAR-Administrator-Guide/Licenses) for
additional information on limits and restrictions.

Get APl Key and Secret

To obtain a Service API Key (which is tied to an organization rather than an individual user) for use
with third-party security technologies such as a SIEM, contact Support
(https://www.mandiant.com/support).

To obtain an APl Key ID and Secret for an individual user account, perform the following:

Navigate to the Mandiant Threat Intelligence web console.
Click Account Settings.

Select API Access and Keys from the navigation menu.
Click Get Key ID and Secret.

Copy and store the displayed values in a secure location.

vk W=

Setup and installation

Version 1.1.1 supersedes all previous versions of the Mandiant Advantage Threat Intelligence
integration for Cortex XSOAR. Additionally, beginning with version 1.1.1 of this integration, feed and
enrichment are split into two separate integrations.

To upgrade from a previous version of the Mandiant Advantage Threat Intelligence integration for Cortex XSOAR, consult
the next section titled Upgrade from a previous version. For new installations of this integration, skip to the section
titled Install the integration.

Upgrade from a previous version
To upgrade from an earlier version of this integration, follow these steps:

1. Note the instance name of your existing Mandiant Advantage Threat Intelligence integration instance. This is
needed in step 4a.

2. Remove all instances of existing Mandiant Advantage Threat Intelligence integrations.
3. Optional: Remove the integration from your XSOAR server.
4. Remove all indicators created by the previous version of this integration. To do this:

a. Open the Threat Intel page and perform an All Time search using this query:  source
Instances:"INSTANCE_NAME" , where INSTANCE_NAME is the name of your old integration instance (collected
previously, in step 1).

b. Select all indicators.

c. Click Delete and Exclude.

d. Inthe Delete and Exclude popup, select the Do not add to exclusion list checkbox and click Delete and
Exclude.

5. Once the indicator deletion process completes, install the new version of the integration as outlined in the following
section.

Install the integration
1. Install the Mandiant Advantage Threat Intelligence Cortex XSOAR Integration from the CORTEX Marketplace and

MANDIANT PROPRIETARY AND CONFIDENTIAL, COPYRIGHT 2025.


https://docs-cortex.paloaltonetworks.com/r/Cortex-XSOAR/6.6/Cortex-XSOAR-Administrator-Guide/Licenses
https://docs-cortex.paloaltonetworks.com/r/Cortex-XSOAR/6.6/Cortex-XSOAR-Administrator-Guide/Licenses
https://www.mandiant.com/support
https://www.mandiant.com/support

Q/' Mandiant

add the Mandiant Advantage Threat Intelligence Content

Pack: https://cortex.marketplace.pan.dev/marketplace/details/MandiantAdvantageThreatintelligence/

2. Click Add Instance for the instance of the integration that you want to add:
o Mandiant Enrich
o Mandiant Feed

The Mandiant Advantage Threat Intelligence instance of this integration is deprecated and
no longer used. It is retained for technical reasons related to Palo Alto Networks (PANW)

requirements.

Mandiant Advantage Threat Intelligence (Partner Contribution)

MANDIANT Content Pack: Mandiant Advantage Threat Intelligence

ADVANTAGE Enrich Indicators of Compromise, and fetch information about Actors, Malware Families, and Campaigns from
Mandiant Advantage.

AXsta nce

® 7 This instance has been deprecated

Show commands

Mandiant Enrich (Partner Contribution)

MANDIANT Content Pack: Mandiant Advantage Threat Intelligence

ADVANTAGE Enrich Indicators of Compromise, and fetch information about Actors, Malware Families, and Campaigns from
Mandiant Advantage.
@ 3

Show commands

Mandiant Feed (Partner Contribution)

MANDIANT Content Pack: Mandiant Advantage Threat Intelligence
ADVANTAGE Fetch indicators from Mandiant Advantage.
@ @

Show commands

Add instance

Add instance

Integration Instance Settings

3. Configure each instance of the integration to suit your needs. Settings include fields such as Name, as well as API

Key and Secret Key from the MATI platform.

For integration-specific settings for each integration, see:

o MATI XSOAR Feed Integration (https://docs.mandiant.com/home/mati-xsoar-feed-integration)
© MATI XSOAR Enrichment Integration (https://docs.mandiant.com/home/mati-xsoar-enrich-

integration)

4. Click Save & exit.

Set up Threat Score

The Mandiant Threat Score is included with the feed integration. To use this feature, you must add it to your indicator

layouts in XSOAR. Follow these steps:

1. In your XSOAR environment, go to Settings > Objects Setup > Indicators.
2. Click Field, then click New Field.
3. Configure the Field using the following values:
o Field Type: Select Number.
o Field Name: Enter Mandiant Threat Score .
o Add to Indicator types: Ensure that Domain, IP, File, URL are added.
o Indexing: Enable Make data available for search.
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o Machine Name: Enter mandiantthreatscore .
4. Save your changes.

Verify connectivity
1. Navigate to the Test results tab and click Test.

Mandiant Advantage Threat Intelligence (Partner Contribution) X
Instance Settings Help |  Testresults
Name* T

Clear test results
MATI

(e Fetches indicators + Success (February 17, 2023 3:28 PM)

() Do not fetch

Classifier @
Select £y

Mapper (incoming) @

Select (e

APIBase URL @

https://api.intelligence.mandiant.com

APl Key* @

Secret Key * @

Indicator Reputation

Select Verdict v

Chiivera Daliahilitu * £

[ | Delete A Test Cancel

Indicator Enrichment
Indicators can be enriched with additional threat intelligence from Mandiant by clicking Enrich Indicator. This triggers an

immediate pull request for the MATI API to collect any data associated with the indicator. Collected data may include
reports, file hashes, verdict (benign, suspicious, or malicious), reliability, tags, and traffic light protocol (TLP)

(https://www.cisa.gov/news-events/news/traffic-light-protocol-tlp-definitions-and-usage) status.
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Summary  Additional Details
Set by Indicator Type File at November 18, 2022
5:07 AM

File Details

SHA256 N/A

MDS N/A

SHAL N/A

SHAS12 N/A

imphash N/A

ssDeep N/A

size 0

Relationships (0) +Add

Indicator does not have any relationships

Malicious

A - Completely reliable
Set by @DBot [Excluding Unit 42 Intel verdict]
Verdict

Malicious s Bot

Source Verdict  Reliability Source Time Stamp
MATI (Mandiant
Advantage Threat

Intelligence)

Malicious A - Completelyr...

[ Hide Revoked

In this example, additional file details are included post-enrichment:

@ b527de9bd7fb3abab3fc4b0cd95c46ebe2524b660cb6a970042272ae07a2689%

Summary Additional Details
Set by Indicator Type File at February 22,2023
12:07PM
File Details
SHA256 b527de9bd7fb3abab3fcabocdo5ca6ebe2524b660ch6a970
0422722€07a2689
MDs 484cT5eff79909e062bf68cde5107479
sHAL 42892f28¢3f518de7a32e30fd3891eb89504929
SHAS12 N/A
imphash N/A
ssDeep N/A

Relationships (0) +Add

Indicator does not have any relationships

Malicious

A - Completely reliable
Set by @DBot [Excluding Unit 42 Intel verdict]

Verdict

Malicious setby @pBot

Source Verdict  Reliability Source Time Stamp
MATI (Mandiant
Advantage Threat

Intelligence)

Malicious A -Completelyr...

(] Hide Revoked

November 18,2022 ...

February 22,2023 1...

/) Show empty fields

Actions

Tags and TLP

Tags

Add tags

Traffic Light Protocol
RED

Behavior
Behavior

Action

v] Show empty fields

Actions

Enrich indicator

Tags and TLP

Tags

Add tags

Traffic Light Protocol
AMBER

Behavior
Behavior

Action

Create incident Edit Delete and Exclude

Expire indicator

Remove tags

Details

™M

Create incident Edit Delete and Exclude

Expire indicator

Remove tags

Details

v "Enrich indicator" completed successfully. Done

M

Items in the Relationships list are also populated with MATI data. This feature lets you pivot between threat actors,

malware families, and other associated entities directly within Cortex XSOAR.
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©ArPT29 Search in Incident ?

Summary (Deprecated) @ Indicator Quick View x
- Fe @ -

Threat Actor Details Sources Data (2)
STIXID threat-actor--7a39953e-0dae-569a-9d49-d52a48865b1 ) o MD5: acac7584d7dc066d27555997d0f...
Aliases APT-C-42 (Qihoo) X APT29 (Ncsc) IS Source Verdict Reliability Type
Primary Motivation  Espionage MATI (Mandiant P —— 7

Advantage Threat pletely Threat A Info Relationships ) Show empty fields
Modified February 22, 2023 12:09 PM . reliable

Intelligence)
First Seen N/A Mandiant Advantage

Ael Threat
s e s Set by @DBot [Excluding Unit 42 Intel verdict]
(]
Threat Actor Description Relationships (333) +Add
Active
APT291is a cyber espionage actor with a Russia nexus. Historically, targets have Relationship Related Object Type Set by Indicator Type File at February 22, 2023
included Western governments, foreign affairs and policymaking bodies, 12:10 PM
i and possibly news outlets.
Based on available data, we assess that APT29 is a nation-state-sponsored group d824cbf08604dead72
. . indicated-by File
located in Russia. The group appears to have formidable capabilities, to include a 4abge707bbofec + Tags and TLP
range of custom developed tools, extensive command and control (C2)
infrastructure that includes compromised and satellite infrastructure (via Traffic Light Protocol  RED
apparent service providers), and significant operational security. In investigations
we worked where APT29 was present, they demonstrated a high regard for indicated-by acac7584d7dc066d27 |
555997dofed6cf

operational security but were also fairly aggressive in their continued operations
and efforts to evade investigators and remediation attempts. File Details

v h a8gesbebsbesTeesbb size 0

indicated-by File Quarantined False

signed False
Related Incidents (0) Modified February 22,2023 12:10 PM
i February 22,2023 12:10 PM
Indicator is not related to any incidents. firstseen ey
anual

n "

The ability to pivot and explore associated entities from the Relationships list requires the Threat
Intelligence Management (TIM) license with your Cortex XSOAR subscription.

Troubleshooting

If an error occurs, provide the exact error message from Cortex XSOAR. If requested by Mandiant Support, also provide a
Log Bundle from Cortex XSOAR. Instructions for creating and downloading a Log Bundle can be found in the Cortex
XSOAR Documentation (https://docs-cortex.paloaltonetworks.com/r/Cortex-XSOAR/6.5/Cortex-XSOAR-Administrator-

Guide/Create-a-Log-Bundle).
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