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CONFIGURE ASSESSMENTS

This feature is released as a Public Preview.
Pre-GA products and features are available "as is" and might have limited support. For more
information, please contact your TSC, your CSM, or go to Support.
(https://docs.mandiant.com/home/mandiant-support-cases)

You can configure an Assessment, which contains a set of security content that you specify (any combination of Actions,

Sequences, and Evaluations). This Assessment can then be distributed to other Director instances, from which the

bundled content can be run.

From a Director, you can create Assessments in either of the following ways:

e (reate a brand new Assessment directly using configuration options on the Director.

® |mport an existing Assessment provided by an administrator of another Director.

Configure a New Assessment

1.

Go to Library > Assessments.

2. Select Create Assessment.
3.
4. Specify an External Reference if you want to use a custom naming system to easily identify this Assessment. You

Provide a Name and Description to identify the Assessment.

can enter any text in the field. If you give multiple Assessments the same external reference, you can group them
under this metadata. This reference value also appears in the data that is published through a Pipeline to an
external data visualization tool, such as Power Bi.

. (Optional) If required, check Assign a Due Date and specify a due date in the drop-down.

The due date must set to the day on which you're creating the Assessment or a future date. You
cannot select a past due date.

. Select Add Content and choose a content type (Actions, Sequences, or Evaluations) you want to add to the

Assessment.

. (Optional) As you click through content, select View Details to load the content information inline. When finished

reviewing, select Back to List.
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Add Actions To Assessment

€ Back To List

Action Details

VID: A102-106 V6.0.0

Vulnerability - AP
Description
This A nd ates the initial POST

an unauthe

ted on the s

Tags
APT41 CVE-2019-19781 CWE:200  CWE:522
MITRE ATT&CK
Technique Tacticts Actions

[

Run As Tags

MNone

Viewing Content Details Inline

8. When you've chosen all the content, select Add to Assessment.
In any of the three content type windows, you can select multiple entries at once to add these to

the Assessment. You can also select Clear if you selected an incorrect entry and want to start
over.
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Add Actions to Assessment

Filters Actions (4968)

[ =

Malicious File Transfer - TRICKBOT, Downioad, Variant #4

This Action demonstrates a host attempting to download a variant of TRICKBOT makware. TRICKEOT is a

banking Trojan that can deploy modules to perform a wide variety of malicious activities, including

collecting browser data and cookies. network propagation. personal and system information gachering. and

View Details VID: A150-577
Action Types

Cantrols Protected Theater - DESTOVER Trojan, Execution
This Action demanstrates an Actor executing the DESTOVER trojan on a compromised machine. DESTOVER
has been linked to the VLOGMER trojan that targeted South Korean organizations in 2014. That this

Attack Vector malware queries that time zone information suggests that it is intended target a specific geographic region -
View Details VID: A104-099

Attacker Location

Malicious File Transfer - TRICKBOT Malicious Document, Download
This Action demonsirates the malicious file transfer of a variant of the malware TRICKEOT. TRICKEOT is an
Covert informati i i e 16 that ty targets customers of large financial
institutions. TRICKBOT is typically defivered vi hing email campaigns. This variant of matware i
latform View Details VID: A100-414

Behavior Type

e of Attack
Malicious File Transfer - MOUSEISLAND Downloader, Download
This Action demonstrates a host machine attempting to download MOUSEISLAND. This particular sample is
the first in a chain leading 1o the download of the ICEDID twolchain. MOUSEISLAND is a Word macro-based
New Content downloader used by a malware distribution network_ It has been observed to deliver URSNIF. ADSLOAD.
View Details VID: A101-282

ecurity Validation June 30th, 2022 »
Malicious File Transfer - TRICKBOT masrv, Download, Variant #2
This Action demonstrates a host attempting to download the TRICKBOT masrv module. The masrv module 5
a network scanner that incorporates the Masscan open-source tool. Additionally, the madule contains an
unreferenced Anchor C2 communication function and a list of hardcoded IPs which have previously been
View Details VID: A101.895

vl

Show 25

| Cancel | Add To Assessment

Adding Actions in Bulk to an Assessment

9. Repeat the Add Content steps (6 - 9) for any other types of content that you want to add. The categorized content
entries appear in the Content to Run section.

Content To Run

A104-871 Host CLI - Active Directory, Spooler Service Check

A101-168 Active Directory - ADFIND.EXE, Domain Trust Query

Name

5400-545 UNC931: ATT8LK Network Actions - FireEye

5100-052 EMOTET Phishing and Post Compromise

Added Content Example: Four Actions and Two Sequences

10. When you've added all the content, select Save. The Assessment appears in the list with a Created status.

Import an Existing Assessment
1. Go to Library > Assessments.
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2. Select Import Assessment.

3. Browse to and select the local Assessment file (in JSON format) that was exported from another Director.
4. Select Import. The Assessment appears in the list with an Imported status.

© You cannot edit an imported Assessment. If you need to, you can clone the Assessment to
create a new one.

@ o For an imported Assessment, if any of its security content (Sequences, Evaluations, Actions)
is not present on the receiving Director, there might be an error message or no message at
all, depending on the version of Security Validation.
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