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PRODUCT UPDATE 5.10.2.0 - MARCH 23, 2023

The Mandiant Advantage Security Validation (MA-SV) team is pleased to announce version 5.10.2.0 of the MA-SV platform.

General Enhancements
e Additional improvements for Director memory usage to improve Director performance during upgrades and
operation

® Users can now select Protected Action Types as a rule in Report Builder
® (loud actions are now supported on Amazon Linux 2 Actors

Bug Fixes
e Fixed an issue where updater files were not all being cleaned up properly following Actor and Director upgrades
® Fixed an issue where some Evaluations were unable to select an Endpoint Actor to run
® Fixed an issue where users were unable to fully delete custom Evaluations
® Fixed an issue where users would get a "something went wrong" error message on the Director Settings page
e Fixed several issues that could interfere with a successful migration from an on-premises installation
® Fixed an issue where filtering actions could cause an error
® Fixed an issue when dzdo was used instead of sudo for Director or Actor installs
® Fixed an issue where Protected Theater snapshots were not updating on some Directors
® Fixed an issue where some Actions caused an error in the Job Processor
® Fixed an issue that prevented importing a new gold image OVA over existing Protected Actors
® Fixed an issue where NTP settings were not being properly applied to Network Actors when registering
® Fixed an issue where Defender ATP events were having issues inside of Protected Theater
® Fixed an issue where Splunk queries were not consistently working with Protected Theater
® Fixed an issue where the Job Status Page reporting did not display the correct errored group number
e Fixed an issue where users were unable to create a system backup of their Director
® Fixed and issue where Run Again was not properly working with Email Actions
e Additional minor bug fixes and improvements
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