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PRODUCT UPDATE 4.10.2.1 - APRIL 12, 2023

If you're on a Mandiant Security Validation (MSV) release prior to 4.12.1.0, you may notice that a license
expired watermark appears on the Network Map page on your Director.

SECURITY VALIDATION

Network Map

Network Map Page with License Expired Watermark on an MSV Director

This watermark is related to the software that renders the Network Map and does not affect
functionality of the product.
Use one of the following options to fix the watermark issue permanently:
® Update to the latest release (4.12.1.0 or later) or migrate to Mandiant Advantage Security
Validation (MA-SV).
® As an additional option, you can upgrade to release 4.12.0.1, which provides a fix for this issue
and if you need more time to complete the update to 4.12.1.0 or later.

MSV 4.10.2.2 contains defect resolutions and a critical security fix. We recommend you apply that
update as soon as reasonably possible. If you're unable to upgrade at this time, use the instructions in
Manage User Admin Account (https://docs.mandiant.com/home/manage-user-admin-account) to either set
a password for the account or disable the account if it's not being used.

The Mandiant Security Validation (MSV) team is pleased to announce version 4.10.2.1 of the MSV platform.

General Enhancements
® For Windows Defender Antivirus events, "Detection Time" is now preferentially used for event time instead of
System Time when available

Bug Fixes

® Fixed an issue where Jobs run through an NTLM proxy were resulting in an error

® Fixed an issue where proxy settings were not being maintained while editing AEDA monitors

® Fixed an issue where added sleep time for Host CLI actions was not working properly

® Fixed an issue where some integrations were requiring a separate Cloud Validation Module license in order to work
properly

® Fixed an issue where the Splunk Enterprise Security (ES) bearer token authentication method was not working
properly

e Additional minor bug fixes and improvements

Appliance OS Security Update
The latest platform security update can always be found on the Validation Section of the Docs Portal.

(https://docs.mandiant.com/home/msv-security-patch-downloads) This security update applies to all versions of the product

and are cumulative.
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Important Installation Notes
® Minimum Director version 4.8.4.0 or higher is required to upgrade to version 4.10.2.1.

To download documentation and software (appliance images, installers, and update packages) visit
the Validation Section of the Docs Portal (https://docs.mandiant.com/home/security-validation-on-prem-and-saas). For full

details on how to upgrade, see Updating Security Validation Components (https://docs.mandiant.com/home/msv-system-
updates).
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