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AUGUST 1, 2023 MANDIANT ADVANTAGE THREAT INTELLIGENCE
RELEASE

New Versions
® Mandiant Advantage Threat Intelligence (MATI) v3.0.4

New in this Release
e MATI Threat Intel Assistive Al / MATI Search Summarization ( Private Preview)

o Added thumbs up and thumbs down buttons to enable Private Preview users to provide positive or negative
feedback on search summaries to help train language models.

® Explore Page Consistency
o Added a Follow button to the Malware Details page.

o Added a Following tab to enable users to track Malware and Tools that they care about most. When the tab is
clicked, all followed entities are displayed and sortable.

o Eliminated lag that was occurring between user click of the Follow button to the updated “Following” state.
o Updated the layout to Malware and Tools cards on the Explore page.

o Implemented new navigation that redirects users to the Malware Details page when they select a malware
card or tool detail page from the Explore page.

o Implemented new navigation that redirects users to the Campaign Details page when they select a Campaign
card on the Explore page.

o Changed the “Malware List” header label to “Malware and Tools List"; applied new UX/ layout.

o Updated MITRE ATT&CK® Explore page to use the new Actors 2.0 and Malware 2.0 format.

o Moved Relevant Reports from the Details section to its own tab on Malware, Campaigns, and Vulnerabilities
pages.

® Search

o Added a nested checkbox selection for source regions in search filters. This supports region / subregion /
country trees.

® Actors
o Added “New in the last month” tooltip for new chips.

o Changed redirection of “+more” link on Actor card on the Actor Explore page. When users click this link, they
are now directed to the relevant section of the Details page.

o Added Timeline chart to Actors tab with tooltip that displays Actor name and number of matches.

Vulnerabilities

o Changed redirection of Exploit Grade Chart. When users click a pie chart slice on the sidebar of a Vulnerability
Details page, they are redirected to the Exploits tab.

Threat Personalization Dashboard (Private Preview)
o Implemented redesigned MITRE ATT&CK® chart.
o Added Threat Type tabs functionality for the following pages:

= Actors

L Campaigns

= Malware

. Vulnerabilities
= Following

o Added Relevant Reports table to Malware and Actors tab.
o Added banner that reads: “To access more relevant content, make sure to follow threat objects and create
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your Threat Profile.”
® This banner is persistent until users update configuration.

o Customize Threat Profile (Private Preview)
o Added “Create Profile” header.
o Added field for users to input profile name during creation.

® Reports
o CVE details are now displayed in the extracted Threat Intelligence Tags panel.

® General
o Completed routine update of all Ul and API certificates.

Bug Fixes
® Actors
o Resolved inconsistent hover states on Actor Details page. All icons and text now turn blue upon hover.
Exception: items with colored icons (flags).

o

Changed messaging on Actor Details page when no data is available as follows:
= Group Associations: There are no known confirmed, suspected, or possible group associations at this
time.
® Associations: There are no known malware or vulnerability associations at this time.
= Targets: There are no known target industries or regions at this time.

o

Aligned text in the Latest Reports widget.
o Removed extra margin and padding from Latest Reports widget.

o

Sorted Campaigns by most recent on the Actor Object page.

® Search
o Enabled selection of current date when setting date search parameter.

® User Management
o Replaced incorrect customer support email address in error/ information message when attempting to add a
user.

® Reports
o Resolved table formatting inconsistencies and resized images.
o Fixed issue related to number of Reports displayed so that this number matches what the user specifies.

® General
o Added “Vietnam” and “UAE" to Target Region filter list on Campaigns filters.
o Fixed issue of Target Industry value not displaying on Temp.Armageddon Explore card.
o Resolved formatting issue on MITRE ATT&CK® Explore page.
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