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THIRD PARTY MONITORING WORKFLOW

The Third Party Monitoring Workflow in Mandiant Advantage Attack Surface Management (MA-ASM) provides you with
read-only access to three third-party Collections from the MA-ASM Catalogue. The Catalogue is a repository of third-party
Collections gathered through open source intelligence (OSINT) discovery methods. You can use the Catalogue to monitor
alerts and vulnerabilities that have been identified by vendors you interact with.

Here are some helpful hints to keep in mind when using the Third Party Monitoring Workflow:
® One Collection is be created for each third-party Collection you choose to follow from the
Catalogue.
® You can only follow a specific third-party Collection once. In the Third Party Monitoring Workflow,
when you search the Catalogue for a Collection you already follow, you see a note that it's
Already added.

e |f you want to unfollow a third-party Collection, you must archive your Collection that contains
that third-party Collection.

® You can only follow up to three third-party Collections at a time. For example, if you are currently
following three third-party Collections and want to change any of those Collections, you can
archive one or more of them. This allows you to add new third-party Collections, provided you do
not exceed the maximum of three.

Create a Collection for Third Party Monitoring
1. In MA-ASM, select Settings from the Collections menu.

Click + Create New Collection.

Select Third Party Monitoring.

Click I Accept to accept the Catalogue Acknowledgement.

Search for Collections and click Add Catalogue for any you want to follow.
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Click Create Collection.

If you add more than one Catalogue, the number of Collections created is equal to the number of
Catalogues you add.

Two Read-Only Third Party Collections, known as Catalogues, are selected in the Third Party Monitoring Workflow setup
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