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PRODUCT UPDATE 4.11.3.0 - SEPTEMBER 12, 2023

If you're on a Mandiant Security Validation (MSV) release prior to 4.12.1.0, you may notice that a license
expired watermark appears on the Network Map page on your Director.

SECURITY VALIDATION

Network Map

Network Map Page with License Expired Watermark on an MSV Director

This watermark is related to the software that renders the Network Map and does not affect
functionality of the product.
Use one of the following options to fix the watermark issue permanently:
® Update to the latest release (4.12.1.0 or later) or migrate to Mandiant Advantage Security
Validation (MA-SV).
® As an additional option, you can upgrade to release 4.12.0.1, which provides a fix for this issue
and if you need more time to complete the update to 4.12.1.0 or later.

The Mandiant Security Validation (MSV) team is pleased to announce version 4.11.2.0 of the MSV platform.

General Enhancements

Added support for non-standard email address formats for MSV usernames
Actor Migration Tool improvements for Mandiant Advantage Security Validation (MA-SV)

Updated PostgreSQL server for internal DB config from version 11.11 to 11.21 and updated PostgreSQL client
version for external DB config from 13.0 to 13.12

Improvements to CrowdStrike Integration Event detection

Bug Fixes

Added additional logging information for user logins
Fixed an issue that prevented Directors from automatically using the latest Integrations service upon upgrade

Fixed an issue where users were unable to view Action Details of Jobs on the Job Status/Job Result page after
Actions were modified

Fixed an issue with NTLM and TLS proxy that were impacting some customers

Fixed an issue on Protected Theater where the virtual network service would not restart when rebooting Protected
Theater

Updated NX security technology matching logic to improve event matching
Fixed an issue where the Job Processor was failing for customers using external databases

Fixed an issue where changing the default language for Host CLI Actions from English broke event matching for non-
Windows endpoints

Fixed an issue where Protected Theater was not able to validate Microsoft Defender for Endpoint (MDE) due to
updated MDE URLs

Known Issues

OVA Directors have the ability to update Preview integrations. Non-OVA Directors will be able update Preview
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integrations in a coming release.

® The Multisite Reporting feature and Preview Integrations service are not working properly with new RHEL8
Directors. We are working to resolve this issue as soon as possible.

® |ocal Event Filtering works as expected but is limited to Match Action, Match Integration, and Match Events (when
the latter involve Raw Events). If a rule has a Match Event condition for any field other than Raw Event, the rule does
not apply to Local Events. It only applies to events from standard local integrations in MSV.

Appliance OS Security Update

The latest platform security update can always be found on the Validation Section of the Docs Portal
(https://docs.mandiant.com/home/msv-security-patch-downloads). This security update applies to all versions of the product
and is cumulative.

Important Installation Notes
Minimum Director version 4.9.0.0 or higher is required to upgrade to version 4.11.3.0.

To download documentation and software (appliance images, installers, and update packages) visit the Validation

Section of the Docs Portal (https://docs.mandiant.com/home/security-validation-on-prem-and-saas). For full details on how to

upgrade, see Updating Security Validation Components (https://docs.mandiant.com/home/msv-system-updates).
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