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DECEMBER 15, 2023 ASM DISCOVERY ENGINE RELEASE

Attack Surface Management Discovery Engine release v1.41.0
This Attack Surface Management Discovery Engine release includes:

A WebAccount Entity type is now available.

Bug Fixes
® Resolved a bug causing AWS S3 subdomain takeover false positives.
® Resolved a bug causing wayback search tasks to respond with inconsistent results.
® Resolved a bug causing false positives with CVE-2018-7600.

Vulnerability Checks
e Added CVE-2019-18818 Active Check (Strapi CMS)
e Added CVE-2019-19609 Version Check - (Strapi CMS - Remote Code Execution)
e Added CVE-2023-49103 Active Vulnerability Check - (ownCloud - Sensitive Information Disclosure)

Technology Fingerprints
® Updates to Strapi CMS fingerprints
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