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JANUARY 30, 2024 MANDIANT ADVANTAGE THREAT INTELLIGENCE
RELEASE

New Version
® Mandiant Advantage Threat Intelligence (MATI) v5.14.5

New in this Release
e Public Preview Threat Profiles

o

For SecOps customers: View the threat profile and see details of Actors, Malware, and Campaigns, along with
a subset of reports in this subscription tier (subscription details (https://advantage.mandiant.com/upgrade)).

For Fusion customers: View the threat profile and see all details of Actors, Malware, Campaigns and
Vulnerabilities, along with all Finished Intelligence reports (subscription details
(https://advantage.mandiant.com/upgrade)).

Manually add threats to your profile via the following functionality for Actors, Malware, Campaigns and
Vulnerabilities.

Automatically receive recommended threats to track via Mandiant's proprietary Al/ML model which has been
tuned and reviewed by Mandiant intelligence experts.

Tailor the number of AI/ML threats recommended by Mandiant to at least 5, 10, 15, or 20.

Customize interests to receive Al/ML threat recommendations such as industry, location or location.

Provide in-product feedback around the Mandiant threat recommendations with a thumbs up and down.
Improved onboarding flow and navigation as you create new threat profiles.

Change event data for every Actor, Malware and Campaign in your threat profile including both manually
added threats via Follows and Recommended threats via the Al/ML model.

Sort the list of threats by relevance.

AlI/ML recommendation reasons for easier explainability

Support for multiple profiles per user.

Easily manage threat profiles on the threat profile management page where you can view all and customize,
copy, delete.

Visualize top recommended actors to track (for Al/ML actor recommendations only).

Enhanced exportability including downloads for: indicators, TTP Heatmap (csv), (Actors, Mal, Camps), and
YARA rules for Malware families.

e Replaced Most Active Vulnerabilities widget with Zero Day Exploits

® Updated Browser Plug-in to include Campaigns

Bug Fixes

® Fixed inconsistent data on Trending Malware widgets

® Fixed pagination on Explore pages

® Fixed indicator downloads on Reports and Analysis pages
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