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MARCH 21, 2024 ASM DISCOVERY ENGINE RELEASE

Attack Surface Management Discovery Engine release v2024.03.21
This Attack Surface Management Discovery Engine release includes:

® Added links for all fingerprints to DefaultPage Issue remediation.
e Added Exposed Database Service (MSSQL) Issue.

Bug Fixes
® Fixed bug causing some web spidering tasks to fail.
e Addressed confusing inferred Issue names and descriptions.

Vulnerability Checks
e Added CVE-2024-25153 Active Vulnerability Check - Forta FileCatalyst - Remote Code Execution.

e Added CVE-2023-34993 Active Vulnerability Check - Fortinet Wireless LAN Manager - Remote Code Execution.
® Added Active Vulnerability Check - Fortinet Wireless LAN Manager - Sensitive Information Disclosure.

Technology Fingerprints
e Enhanced detection methods for:
o Okta
o ServiceNow

e Added new detection coverage for:
o Fortinet Wireless LAN Manager
o Fortra FileCatalyst
o Slack
© Splunk
°o Tanium
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