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APRIL 16, 2024 ASM DISCOVERY ENGINE RELEASE

Attack Surface Management Discovery Engine release v2024.04.16
This Attack Surface Management Discovery Engine release includes:

® Fingerprinting functionality has been considerably enhanced to enable greater efficiency and accuracy around
technology identification

Bug Fixes
® Fixed a bug causing some Issues to have no details
® Fixed a bug causing NetworkService and Uri Entities to be in scope when the related IpAddress Entity is out of scope
® Fixed a bug causing an invalid threat intelligence link to be added to some Issues in the proof

Vulnerability Checks
e Added CVE-2024-26198 - Microsoft Exchange Server - Remote Code Execution - Version Check

e Added CVE-2024-3400 - Active Vulnerability Check - Palo Alto GlobalProtect - Remote Code Execution

Technology Fingerprints
e Added WP Engine Advanced Custom Fields
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