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AUGUST 8, 2024 ASM DISCOVERY ENGINE RELEASE

Attack Surface Management Discovery Engine release v2024.08.08
This Attack Surface Management Discovery Engine release includes:

Vulnerability Checks
e Added CVE-2024-6922 - Automation Anywhere Automation 360 - Server-Side Request Forgery

e Added CVE-2022-34267 - RWS WorldServer - Authentication Bypass
Added CVE-2024-37843 - Craft CMS - SQL Injection

Added CVE-2024-25723 Version Check - ZenML - Authentication Bypass
e Added CVE-2024-38856 - Apache OFBiz - Remote Code Execution

e Added CVE-2024-36104 - Apache OFBiz - Remote Code Execution

Technology Fingerprints
e Added WorldServer Detection

e Added Automation Anywhere Detection
e Added ZenML Detection
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