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SEPTEMBER 11, 2024 ASM DISCOVERY ENGINE RELEASE

Attack Surface Management Discovery Engine release v2024.09.11
This Attack Surface Management Discovery Engine release includes:

Vulnerability Checks
e Added CVE-2024-28987 - SolarWinds Web Help Desk - Hardcoded Credential
e Added CVE-2024-45195 - Apache OfBiz - Remote Code Execution
e Added CVE-2024-6893 - Journyx - XML External Entities Injection (XXE)
e Added CVE-2024-6670 - Progress WhatsUp Gold - SQL Injection

Technology Fingerprints
o Added SolarWinds Web Help Desk Detection

o Added Journyx Detection
o Fingerprint Enhancements for Progress Whatsup Gold
o Fixed bug resulting in inaccurate version numbers for dynamic WordPress fingerprinting
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