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ATTACK SURFACE MANAGEMENT USER ROLES

Project roles

See Manage Project Membership (https://docs.mandiant.com/home/asm-project-membership) for more
information.

Capability Project Owner Project Member

Can assign additional Project Owners to the Project ✔

Can invite Members to the Project or Collections
contained within

✔

Can archive the Project ✔

Can add integrations to the Project ✔

Can rename the Project or Collections contained
within

✔

Collection roles

See Assign Roles Within a Collection (https://docs.mandiant.com/home/asm-assign-roles-within-a-
collection) for more information.

Capability Viewer Analyst Admin

Can view the Collection:
Issues
Entities
Seeds
History

✔ ✔ ✔

Can add and modify Tags and Notes associated with
the Entities and Issues in the Collection.

✔ ✔
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Can set an Entity Out of Scope 

Can modify Collection Settings:
Configure Issue Settings
Add Seeds
Connect integrations
Enable notifications

Cannot add groups or members to
the Collection. This must be done
by a Project Owner.

✔

Capability Viewer Analyst Admin


