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OCTOBER 17, 2024 ASM DISCOVERY ENGINE RELEASE

Attack Surface Management Discovery Engine release v2024.10.17
This Attack Surface Management Discovery Engine release includes:

e Updated "acceptable" strength ciphers to be classified as weak
® Added pagination to GCP Projects

Vulnerability Checks
e Modified several vulnerability checks for improved accuracy and performance

Added CVE-2024-9463 - Palo Alto Expedition - Remote Code Execution
Added CVE-2024-9465 - Palo Alto Expedition - SQL Injection
e Added CVE-2024-9014 - pgAdmin 4 - Sensitive Data Exposure

Technology Fingerprints
e Added PgAdmin technology fingerprint

e Added Snow Software technology fingerprint
® Added Fortinet FortiManager enhancement
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