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OCTOBER 31, 2024 ASM DISCOVERY ENGINE RELEASE

Attack Surface Management Discovery Engine release v2024.10.31
This Attack Surface Management Discovery Engine release includes:

Bug Fixes
Fixed format of "Release Date" for CVE-2024-1709 to allow for accurate sorting.

Vulnerability Checks
Added CVE-2019-14322 - Pallets Werkzeug - Arbitrary File Read
Added CVE-2018-12613 - PhpMyAdmin - Local File Inclusion
Added CVE-2017-12615 - Apache Tomcat - Remote Code Execution
Added CVE-2024-51567 - CyberPanel - Remote Code Execution

Technology Fingerprints
Added Teradata Viewpoint technology fingerprint
Added BeyondTrust Remote Support and Privileged Remote Access technology fingerprints
Added CyberPanel technology fingerprint
Fingerprint Enhancement: Version information for multiple Veeam Backup Products
Fingerprint Enhancement: Amazon EC2 detection


