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DECEMBER 19, 2024 ASM DISCOVERY ENGINE RELEASE

Attack Surface Management Discovery Engine release v2024.12.19
This Attack Surface Management Discovery Engine release includes:
Vulnerability Checks
e Added CVE-2024-50623 - Cleo Harmony - Arbitrary File Read
e Added CVE-2024-32113 - Apache OFBiz Directory Traversal - Remote Code Execution

e Updated Proof of Concept reference for the Microsoft Internet Information Services - Tilde (Shortname Files)
Misconfiguration

Technology Fingerprints
® Added Cleo Harmony technology fingerprint

® Added Hunk Companion Wordpress Plugin technology fingerprint
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