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JANUARY 22, 2025 ASM DISCOVERY ENGINE RELEASE

Attack Surface Management Discovery Engine release v2025.01.22
This Attack Surface Management Discovery Engine release includes:

Vulnerability Checks
® Added CVE-2024-56512 - Apache NiFi - Sensitive Information Disclosure
® Added CVE-2024-12856 - Four-Faith Industrial Router - Remote Code Execution
® Added CVE-2024-29895 - Cacti - Remote Code Execution
e Added CVE-2024-45507 - Apache OFBiz - Remote Code Execution

Technology Fingerprints

e Extended the existing set of signatures in order to successfully detect additional variants (firmwares) of Four-Faith
Industrial Routers.
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