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APRIL 15, 2025 ASM DISCOVERY ENGINE RELEASE

Attack Surface Management Discovery Engine release v2025.04.15
This Attack Surface Management Discovery Engine release includes:

Vulnerability Checks
e Added CVE-2024-12356 - BeyondTrust - Privileged Remote Access (PRA) and Remote Support (RS) Command
Injection Vulnerability

e Added CVE-2024-53704 - SonicWall - SonicOS SSLVPN Improper Authentication Vulnerability
e Added CVE-2024-48248 - NAKIVO - NAKIVO Backup & Replication

Technology Fingerprints
e Added Nakivo Backup & Replication technology fingerprint

® Enhanced Moodle Detection & Versioning technology fingerprint
® Enhanced SonicWall SSL VPN technology fingerprint

MANDIANT PROPRIETARY AND CONFIDENTIAL, COPYRIGHT 2025.



