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OCTOBER 28, 2025 ASM DISCOVERY ENGINE RELEASE

Attack Surface Management Discovery Engine release v2025.10.28
This Attack Surface Management Discovery Engine release includes:

Bug Fixes
® Fixed Github access token issue that was preventing Github Account retrieval

Vulnerability Checks
e Added CVE-2025-2611 - ICTBroadcast - Remote Code Execution

e Added CVE-2025-45854 - JEHC-BPM - Arbitrary code execution

e Added CVE-2025-5947 - Service Finder Bookings plugin Authentication Bypass

e Added CVE-2025-20362 - Cisco Adaptive Security Appliance Authentication Bypass
e Added CVE-2025-61882 - Oracle E-Business Suite Remote Code Execution

Technology Fingerprints
e Added ICTBroadcast technology fingerprint

® Added Service Finder Wordpress Plugin technology fingerprint
e Added Cisco generic SNMP technology fingerprint
e Added support for SNMP V3
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