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ONBOARD PALO ALTO NETWORKS WILDFIRE TO MANAGED
DEFENSE

To onboard or rotate credentials, ensure that you are assigned the Team Admin role within the
Managed Defense Portal.

Mandiant Threat Defense integrates with the WildFire API to acquire files submitted to WildFire for additional analysis,

such as pulling malware samples and reports.

1. Prerequisites

You must have an active Palo Alto Wildfire subscription.
If you do not currently have WildFire configured, you must enable it using Palo Alto's Enable Free WildFire
Forwarding (https://docs.paloaltonetworks.com/ngfw/getting-started/initial-setup-configuration-ngfws/enable-free-
wildfire-fowarding-on-your-ngfw) guide.

2. Generate a WidFire API key

1. Follow the steps outlined in the Palo Alto WildFire API Reference guide
(https://docs.paloaltonetworks.com/wildfire/u-v/wildfire-api) to generate your key.

2. Safely copy your WildFire API Key and note the WildFire API Expiration Date, as you will need to input these into
the MD Portal.
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